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Course Title/Course Number:		Network Security Essentials /CET 2660C

Instructor:				William Sims

Contact Information:		williamsims@sjrstate.edu, T101A OP

Office Hours: 			Tuesday	8:00 AM - 12:00 PM at OP T101A
						1:00 PM – 5:00 PM at OP T101A

Wednesday	1:00 PM – 3:00 PM at OP T101A


Required Text:			CompTIA Security+ SY0-401 Cert Guide, Deluxe Edition, 3/E
    					David L. Prowse
   					ISBN-10: 0789753332 • ISBN-13: 9780789753335
    					©2015 • Pearson IT Certification • Hardcover with DVD, 800 pp
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SJRState Catalog 
Description:	This course introduces all aspects of computer information and network security. Topics included are: risks and liabilities, types of attacks, access control and site security, firewalls, server and client security, cryptography, application program security, incident and disaster response and managing the security function.



Course /Student Learning 
Outcomes:	
1. Analyze and discuss the security issues related to PC hardware and software.
2. Explain and give examples of Network Security issues related to each of the important network services (web, email, DNS, DHCP, Firewalls, and Routers).
3. Discuss the concepts of cryptography and their uses.
4. Distinguish between the different types of security threats including but not limited to social engineering, malicious code and physical access.
5. Explain the concept of business continuity and how a disaster recovery plan applies to it.
6. Assess a network security plan, determine its weaknesses and modify the plan to produce a more secure environment.

Academic Integrity:	The pursuit of scholarly activity, free from dishonesty, fraud, or deception, is essential to the mission of the College and to the full exercise of academic freedom. Cheating, plagiarism, fabrication of information or citations, and other forms of unethical conduct compromise the quality of education and will not be tolerated. Infractions may result in penalties or sanctions beyond those imposed by an individual faculty member.

Non-Discrimination 
Statement: 	St. Johns River State College does not discriminate against any employee, prospective employee, student, or student applicant in admission or access to, or treatment or employment in, its programs and activities on the basis of race, ethnicity, color, national origin, marital status, religion, age, gender, genetic information or disability. Questions regarding this statement or compliance with laws relating to non-discrimination may be directed to the Equity Officer, St. Johns River State College, 5001 St. Johns Avenue, Palatka, Florida, 32177; 386-312-4070.


Disability Statement:	Students with disabilities are welcome at SJRState and are encouraged to contact the Counseling Center on their campus. The purpose of the Office for Students with Disabilities is to ensure access to accommodations for those students determined eligible.
Students must report to campus coordinators at the beginning of each semester. Special assistance is available with orientation, registration, academic planning, special supplies, and equipment. In addition, specialized services are available to students whose disability prevents them from participating fully in classroom activities. The College provides services relating to student academic success; transportation and personal services are the responsibility of the student.	
Grading: 	Item					           Percentage
	Discussions
	20%

	labs
	20%

	Quizzes
	15%

	Assignments
	20%

	Final Exam  
	25%


Grading Scale:
	A – 90% and Above
	C – 70% - 79%

	B – 80% - 89%
	D – 60% - 69%

	F – 59% and below
	



Attendance Policy:
Attendance is required for successful completion of this course. Your attendance in this class consists of corresponding with the instructor and other class members, posting and replying on the Discussion Board, and submitting assignments on time.  All of our work for this course will be done online; no on campus meetings are required.  You are required to check into the course site at least two times a week to check for class updates and other notices.

If you have not contacted the instructor/signed into class with the Introduction Assignment by the end of the first week of class you will automatically be dropped from the course as a "no show."  If you decide to no longer attend class, it is your responsibility to officially withdraw from the course.  If you miss two assignments I may, at my discretion, send you a notice and then withdraw you from the course. If you have a problem, do not wait until the last minute to contact me. Students not completing the class and not officially dropping or withdrawing from the class will receive an F grade for the course.

Please note as a St Johns River State College student you are responsible for understanding and following the rules, regulations and your specified program requirements as outlined in the college catalog and student handbook. For the most recent copy of these documents http://www.sjrstate.edu/studentbk1314.pdf 

Assignments:
All work must be turned in via the Blackboard Assignment tool.  No late work will be accepted.  All due dates are on the course schedule and on the calendar tool in Blackboard. All work must be handed in by 11:59 on the dates noted. The exams and quizzes are open for one week and are noted on the course schedule when they are due. 
Note: Late homework will not be accepted, and will receive a grade of zero.

Recommend Software:
Microsoft Office 2013, Internet Explorer, FireFox, Chrome (latest revisions) and Windows 7/8. (For MAC users, Office 2011, VM Player, Dreamspark account.




Course Blackboard Site:
Blackboard will be used throughout the course for posting assignments, course slides, documents, tests, grades, and other information. Students access the site via the My Courses tab on MySJRState.

Course Calendar:
January 11 - CLASSES BEGIN
January 11-15 - Schedule changes only/drop courses with refund
January 15 - Last day to drop courses with refund/schedule changes 
(Web closes at 11:59 p.m.)
January 18 - Martin Luther King, Jr. Day holiday - College closed
January 29 - Last day to clear admissions for final official HS/GED transcript
February 15 - Last day to clear “I” grades from previous semester
February 19 - College closed - faculty and staff professional development
March 2 - Last day to apply for degree conferral and participate in the commencement ceremony
March 2 - Last day to order cap/gown for spring graduation
March 11 - Last day for payment of veterans' deferred fees
March 14-18 - Spring vacation - College closed
March 23 - Last day for student/instructor course withdrawal with “W” (11:59 p.m.)
April 23-29 - Final exams schedule
April 29 - Last day to apply for degree conferral
April 29 - Classes end/semester ends (10:00 p.m.)
May 3 - Final grades due (11:59 p.m.)
May 4 - Students view grades online
May 5 - Professional Development Institute - Counseling offices closed
May 6 - Spring Commencement (11:00 a.m.)

Late Policy:
Tests must be taken at the scheduled time; no makeup tests will be given except in cases of documented medical or family emergency. Homework assignments are due by 11:59 PM on the date scheduled. Late submissions will not be accepted unless there is a bona fide, documented emergency. Students must participate to get credit for class assignments.


I retain the right to change or modify the subject matter covered or schedule contained in this syllabus at any time during the course.



Course Schedule

                                   		
	Week      
	Start Date   
	Chapter                                             
	Assignments Due Date

	1
	Jan 11
	CHAPTER 1 Introduction to Security 
	1/17 by 11:59PM 

	2
	Jan 18
	CHAPTER 2 Computer Systems Security
	1/24 by 11:59PM

	3
	Jan 25
	CHAPTER 3 OS Hardening and Virtualization

CHAPTER 4 Application Security
	1/31 by 11:59PM

	4
	Feb 1
	CHAPTER 5 Network Design Elements 
	2/7 by 11:59PM

	5
	Feb 8
	CHAPTER 6 Networking Protocols and Threats 
	2/14 by 11:59PM

	6
	Feb 15
	CHAPTER 7 Network Perimeter Security
	2/21 by 11:59PM

	7
	Feb 22
	CHAPTER 8 Securing Network Media and Devices
	2/28 by 11:59PM

	8
	Feb 29
	CHAPTER 9 Physical Security and Authentication Models
	3/1 by 11:59PM

	9
	Mar 7
	CHAPTER 10 Access Control Methods and Models 
	3/8 by 11:59PM

	10
	Mar 14
	Spring Break No Class
	

	11
	Mar 21
	CHAPTER 11 Vulnerability and Risk Assessment
	3/27 by 11:59PM

	12
	Mar 28
	CHAPTER 12 Monitoring and Auditing
	4/3 by 11:59PM

	13
	April 4
	CHAPTER 13 Encryption and Hashing Concepts 

CHAPTER 14 PKI and Encryption Protocols 
	4/10 by 11:59PM

	14
	April 11
	CHAPTER 15 Redundancy and Disaster Recovery 
	4/17 by 11:59PM

	15
	April 18
	CHAPTER 16 Policies, Procedures, and People.


	4/24 by 11:59PM

	16
	April 25
	Final Exam
	




[bookmark: _GoBack][image: ]
www.sjrstate.edu
image2.png
This workis licensed under a Creative Commons Atiibution 4.0 Intemational License.

‘This workforce product was funded by a grant awardedby the U.S. Department of Labor's Employment and Training Administration. The product
was createdby the grantee and does not necessarly reflect the official position ofthe U.S. Department of Labor. The U.S. Department of Labor.
‘makes no guarantees, warranties, o assurances of any kind, express orimplied, withrespect to such information, including any information on Enked
sites andincluding, but not lmitedto, accuracy ofthe information orits completeness, imeliness, usefulness, adequacy, continuedavailability, or
ovmership.




image1.png
DAVID L. PROWSE

Authorized .
Cert Guide

Learn, prepare, and practice for exam success

Emgcurityﬂm

SY0-401

Third Edition





image3.png
ST.JOHNS
= RIVER

STATE COLLEGE

3

(




