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Wisconsin Indianhead Technical College
10154142 Storage Concepts
Course Design
Course Information
	
	Description
	This course will address the challenges and solutions for data storage and data management. Topics include RAID implementation and comparison, intelligent storage systems and LUN configuration, storage area networks (Fibre Channel SAN, iSCSI SAN, Network-Attached Storage), business continuity, backup and recovery, and storage security.

	
	Career Cluster
	Information Technology

	
	Instructional Level
	Associate Degree

	
	Total Credits
	2.00

	
	Total Hours
	48.00


Types of Instruction
	Instruction Type
	Credits/Hours

	Classroom Presentation (Lecutre/Demonstration/Discussion)
	1/16

	On Campus Lab and/or Shop Experience
	1/32


Pre/Corequisites
	Prerequisite
	10150117 MS LAN Admin - Infrastructure

	Prerequisite
	10154103 Linux Operating Systems


Textbooks
	EMC Education Services. (2012). Information storage and management: Storing, managing, and protecting digital information in classic, virtualized, and cloud environments. Indianapolis: John Wiley & Sons.


Learner Supplies
	Internet access


Collegewide Outcomes
	1.
	[bookmark: _GoBack]Communicate Effectively 


Course Competencies
	1.
	Identify components of the storage system environment

	
	Assessment Strategies

	
	1.1.
	Present to the class using multimedia technology.

	
	Criteria

	
	Performance will meet expectations when:

	
	1.1.
	presentation compares both physical and logical storage components

	
	1.2.
	presentation compares the functions of physical and logical storage components

	
	1.3.
	presentation includes images of storage components

	
	1.4.
	presentation image captions are limited to five words

	
	1.5.
	presentation includes a bibliography of at least three sources 

	
	1.6.
	presentation meets the WITC "Oral Presentation" rubric criteria

	
	Learning Objectives

	
	1.a.
	Identify physical storage components

	
	1.b.
	Differentiate between physical and logical data storage

	2.
	Configure RAID partitions

	
	Assessment Strategies

	
	2.1.
	RAID Solution for a specific scenario

	
	Criteria

	
	Performance will meet expectations when:

	
	2.1.
	RAID uses appropriate number of hard drives

	
	2.2.
	RAID has the appropriate level applied

	
	2.3.
	RAID volume is the correct size to meet scenario

	
	Learning Objectives

	
	2.a.
	Identify RAID levels

	
	2.b.
	Compare and contrast RAID levels

	
	2.c.
	Determine RAID level for specific scenario

	
	2.d.
	Demonstrate how to configure a RAID for a specific scenario

	3.
	Configure logical volumes

	
	Assessment Strategies

	
	3.1.
	Logical Volume for a specific scenario

	
	Criteria

	
	Performance will meet expectations when:

	
	3.1.
	Logical volume is the correct size

	
	3.2.
	Logical volume is accessible on specified network

	
	3.3.
	Logical volume is formatted appropriately for scenario

	
	3.4.
	Logical volume applies appropriate permissions to limit access to authorized users

	
	Learning Objectives

	
	3.a.
	Create a NAS volume

	
	3.b.
	Compare physical partitions and logical volumes

	4.
	Describe storage networking technologies

	
	Assessment Strategies

	
	4.1.
	Research Paper

	
	Criteria

	
	Performance will meet expectations when:

	
	4.1.
	Paper identifies storage networking protocols

	
	4.2.
	Paper identifies storage networking components

	
	4.3.
	Paper compares storage networking technology costs

	
	4.4.
	Paper compares storage networking features

	
	4.5.
	Paper identifies the application of at least two storage networking best practices

	
	4.6.
	Paper meets the WITC "Communicate Effectively in Writing" rubric criteria

	
	Learning Objectives

	
	4.a.
	Compare network protocols used by storage systems

	
	4.b.
	Discuss networking components used in a storage system

	
	4.c.
	Compare the features of direct attached, SAN, and NAS storage systems

	5.
	Analyze business continuity concepts

	
	Assessment Strategies

	
	5.1.
	Presentation

	
	Criteria

	
	Performance will meet expectations when:

	
	5.1.
	Presentation identifies data continuity strategies an organization had prior to a disaster

	
	5.2.
	Presentation includes actual statistics of data loss and recovery

	
	5.3.
	Presentation identifies the business continuity strategies used during the disaster

	
	5.4.
	Presentation identifies recommendations or changes made to business continuity plan as a result of disaster

	
	Learning Objectives

	
	5.a.
	Discuss business continuity concepts

	
	5.b.
	Recover data to a specific time objective

	
	5.c.
	Recover data to a specific point objective

	
	5.d.
	Identify physical security risks

	
	5.e.
	Identify network security vulnerabilities

	
	5.f.
	Develop a disaster recovery plan 

	6.
	Implement storage volume backup and restore procedures

	
	Assessment Strategies

	
	6.1.
	Backup a storage volume

	
	6.2.
	Restore a storage volume

	
	6.3.
	Create a backup plan

	
	Criteria

	
	Performance will meet expectations when:

	
	6.1.
	Backup executes on time

	
	6.2.
	Backup includes entire storage volume

	
	6.3.
	Backup maintains data security

	
	6.4.
	Backup maintains data integrity

	
	6.5.
	Restore procedure recovers entire storage volume

	
	6.6.
	Restore procedure allows granular data recovery as specified

	
	6.7.
	Restore procedure maintains data security

	
	6.8.
	Backup plan identifies frequency, scope, and retention of data backups

	
	Learning Objectives

	
	6.a.
	Backup a storage volume

	
	6.b.
	Restore a storage volume

	
	6.c.
	Identify incremental, partial, and full backup scenarios

	
	6.d.
	Create a backup plan

	7.
	Secure the storage infrastructure

	
	Assessment Strategies

	
	7.1.
	NAS file sharing

	
	7.2.
	Virtualized SAN

	
	Criteria

	
	Performance will meet expectations when:

	
	7.1.
	NAS storage complies with Windows ACL

	
	7.2.
	NAS storage complies with UNIX permissions

	
	7.3.
	Virtual SAN maintains compute security

	
	7.4.
	Virtual SAN maintains network security

	
	7.5.
	Virtual SAN maintains storage security

	
	Learning Objectives

	
	7.a.
	Create a LUN map to limit access to the storage infrastructure

	
	7.b.
	Create domain policies to secure the storage infrastructure

	
	7.c.
	Develop a VLAN to limit access to the storage infrastructure

	
	7.d.
	Create a local NAS storage volume

	8.
	Create storage solutions 

	
	Assessment Strategies

	
	8.1.
	Storage Solution for a specific scenario

	
	Criteria

	
	Performance will meet expectations when:

	
	8.1.
	Solution uses virtual machines

	
	8.2.
	Solution uses OpenFiler of FreeNAS

	
	8.3.
	Solution storage volume is the correct size

	
	8.4.
	Solution provides appropriate business continuity services

	
	Learning Objectives

	
	8.a.
	Create a virtual machine to host a storage volume

	
	8.b.
	Configure a storage volume on a virtual machine

	
	8.c.
	Secure the storage volume at the network level

	
	8.d.
	Secure the storage volume at the user level

	Grading Information

	All performance assessments must be completed. The following point values are assigned to each performance assessment. The final grade will be determined by dividing the points earned by the total points possible. 

Components of Storage Systems	100 pts 
RAID Partitions			50 pts 
Logical Volumes			50 pts 
Storage Networking			100 pts 
Business Continuity			100 pts 
Backup & Restore Procedures	50 pts 
Virtual NAS & SAN			50 pts 
Applied Storage Solution		200 pts
				Total: 700 pts

	Metadata Tags

	RAID, logical volume, secure storage, virtual NAS and SAN


Course Learning Plans and Performance Assessment Tasks
Storage Components
Overview/Purpose
This lesson introduces the unique and specific components used to create a storage system. The students research what components go into making a dedicated storage system and then present their findings to the class in the form of a PowerPoint presentation.
Target Competencies
	1.
	Identify components of the storage system environment

	
	Assessment Strategies

	
	1.1.
	Present to the class using multimedia technology.

	
	Criteria

	
	Performance will meet expectations when:

	
	1.1.
	presentation compares both physical and logical storage components

	
	1.2.
	presentation compares the functions of physical and logical storage components

	
	1.3.
	presentation includes images of storage components

	
	1.4.
	presentation image captions are limited to five words

	
	1.5.
	presentation includes a bibliography of at least three sources 

	
	1.6.
	presentation meets the WITC "Oral Presentation" rubric criteria

	
	Learning Objectives

	
	1.a.
	Identify physical storage components

	
	1.b.
	Differentiate between physical and logical data storage


Learning Activities
	1.
	Read chapters 1 & 2.

	2.
	Lead a discussion about Storage components.

	3.
	Prepare presentation on physical and logical storage components. Receive feedback from group members. Modify presentation as recommended.

	4.
	Present to the class a summary of physical and logical storage components. Include description, capacity, function, and where the components are used.


Assessment Activities
	1.
	Using collegewide Rubric for oral presentations assess one other student's presentation.



Components of Storage Systems
Directions
Working in your group prepare a presentation to the class that identifies hardware and software components used to build storage systems. Your presentation should include NAS and SAN systems.
	Environment
	Classroom


Evaluator(s)
Instructor
Peer
Target Course Competencies
	1.
	Identify components of the storage system environment


Scoring
Rating Scale
	Value
	Description

	Met
	Fully or adequately met expectations

	Not Met
	Partially met or failed to meet expectations


Scoring Standard
You must receive a rating of "met" on each criterion in order to successfully complete this assessment.
Scoring Guide
	
	Criteria
	Ratings

	1.
	presentation compares both physical and logical storage components
	Met   Not Met

	2.
	presentation compares the functions of physical and logical storage components
	Met   Not Met

	3.
	presentation includes images of storage components
	Met   Not Met

	4.
	presentation image captions are limited to five words
	Met   Not Met

	5.
	presentation includes a bibliography of at least three sources 
	Met   Not Met

	6.
	presentation meets the WITC "Oral Presentation" rubric criteria
	Met   Not Met



RAID Levels
Overview/Purpose
Redundant arrays of inexpensive drives (RAID) is the technique used in storage systems to provide data redundancy and business continuity after disasters and equipment failures. Students will learn about the various RAID levels and when to use them. They then create a RAID store on a virtual computer.
Target Competencies
	1.
	Configure RAID partitions

	
	Assessment Strategies

	
	1.1.
	RAID Solution for a specific scenario

	
	Criteria

	
	Performance will meet expectations when:

	
	1.1.
	RAID uses appropriate number of hard drives

	
	1.2.
	RAID has the appropriate level applied

	
	1.3.
	RAID volume is the correct size to meet scenario

	
	Learning Objectives

	
	1.a.
	Identify RAID levels

	
	1.b.
	Compare and contrast RAID levels

	
	1.c.
	Determine RAID level for specific scenario

	
	1.d.
	Demonstrate how to configure a RAID for a specific scenario


Learning Activities
	1.
	Read the chapter on RAID levels.

	2.
	Participate in a discussion on physical hard drives. 

	3.
	Watch instructor demonstrate a simple RAID mirror.

	4.
	Create a RAID 0 or RAID 1 local system using VMware machines.


Assessment Activities
	1.
	Create a RAID 0 or RAID 1 to meet the specific scenario.



RAID Partitions
Directions
Using the ESX virtual environment, NAS server, or classroom servers create a RAID partition that meets the specifications for RAID 1, 0, 3, 5, 6, or 10 as assigned to your group.
	Environment
	Lab


Evaluator(s)
Instructor
Target Course Competencies
	1.
	Configure RAID partitions


Scoring
Rating Scale
	Value
	Description

	Met
	Fully or adequately met expectations

	Not Met
	Partially met or failed to meet expectations


Scoring Standard
You must receive a rating of "met" on each criterion in order to successfully complete this assessment.
Scoring Guide
	
	Criteria
	Ratings

	1.
	RAID uses appropriate number of hard drives
	Met   Not Met

	2.
	RAID has the appropriate level applied
	Met   Not Met

	3.
	RAID volume is the correct size to meet scenario
	Met   Not Met



Logical Volumes
Overview/Purpose
Logical volumes are used by operating systems to store data. Students learn how to configure local and networked resources into logical volumes.
Target Competencies
	1.
	Configure logical volumes

	
	Assessment Strategies

	
	1.1.
	Logical Volume for a specific scenario

	
	Criteria

	
	Performance will meet expectations when:

	
	1.1.
	Logical volume is the correct size

	
	1.2.
	Logical volume is accessible on specified network

	
	1.3.
	Logical volume is formatted appropriately for scenario

	
	1.4.
	Logical volume applies appropriate permissions to limit access to authorized users

	
	Learning Objectives

	
	1.a.
	Create a NAS volume

	
	1.b.
	Compare physical partitions and logical volumes


Learning Activities
	1.
	Watch a demonstration on creating logical volumes.

	2.
	Participate in a discussion on physical partitions and logical volumes

	3.
	Create a NAS volume.


Assessment Activities
	1.
	Create a storage volume to meet a specific scenario.



Logical Volumes
Directions
Using a limited set of hard drives create a Logical Volume. Then dynamically extend the volume by adding additional drives to the volume. The Logical Volume may extend across non-contiguous drives.
	Environment
	Lab


Evaluator(s)
Instructor
Target Course Competencies
	1.
	Configure logical volumes


Scoring
Rating Scale
	Value
	Description

	Met
	Fully or adequately met expectations

	Not Met
	Partially met or failed to meet expectations


Scoring Standard
You must receive a rating of "met" on each criterion in order to successfully complete this assessment.
Scoring Guide
	
	Criteria
	Ratings

	1.
	Logical volume is the correct size
	Met   Not Met

	2.
	Logical volume is accessible on specified network
	Met   Not Met

	3.
	Logical volume is formatted appropriately for scenario
	Met   Not Met

	4.
	Logical volume applies appropriate permissions to limit access to authorized users
	Met   Not Met



Storage Networks
Overview/Purpose
Storage systems provide network accessible volumes clients use to save and recall files. Students will learn about the various network protocols used to provide high-speed, dedicated, storage traffic. Both local and network devices are studied.
Target Competencies
	1.
	Describe storage networking technologies

	
	Assessment Strategies

	
	1.1.
	Research Paper

	
	Criteria

	
	Performance will meet expectations when:

	
	1.1.
	Paper identifies storage networking protocols

	
	1.2.
	Paper identifies storage networking components

	
	1.3.
	Paper compares storage networking technology costs

	
	1.4.
	Paper compares storage networking features

	
	1.5.
	Paper identifies the application of at least two storage networking best practices

	
	1.6.
	Paper meets the WITC "Communicate Effectively in Writing" rubric criteria

	
	Learning Objectives

	
	1.a.
	Compare network protocols used by storage systems

	
	1.b.
	Discuss networking components used in a storage system

	
	1.c.
	Compare the features of direct attached, SAN, and NAS storage systems


Learning Activities
	1.
	Participate in a discussion comparing local vs. networked storage systems. Include a comparison of networking protocols, components, and bandwidth utilization.

	2.
	Research online the features direct attached, SAN, and NAS storage systems provide.

	3.
	Prepare a presentation to the class. Describe and compare local versus networked storage technologies.


Assessment Activities
	1.
	Present to the class your comparison of local versus networked storage technologies.



Storage Networking
Directions
Individually you will create a paper discussing and describing storage networking technologies. Your paper will describe Fibre Channel, SAN, iSCSI, cabling, technologies and transmission protocols. Compare two storage networking solutions by cost and performance. The focus of your paper will be on the networking technologies optimized for data storage.
Target Course Competencies
	1.
	Describe storage networking technologies


Target Collegewide Outcomes
	1.
	Communicate Effectively 


Scoring
Rating Scale
	Value
	Description

	Met
	Fully or adequately met expectations

	Not Met
	Partially met or failed to meet expectations


Scoring Standard
You must receive a rating of "met" on each criterion in order to successfully complete this assessment.
Scoring Guide
	
	Criteria
	Ratings

	1.
	Paper identifies storage networking protocols
	Met   Not Met

	2.
	Paper identifies storage networking components
	Met   Not Met

	3.
	Paper compares storage networking technology costs
	Met   Not Met

	4.
	Paper compares storage networking features
	Met   Not Met

	5.
	Paper identifies the application of at least two storage networking best practices
	Met   Not Met

	6.
	Paper meets the WITC "Communicate Effectively in Writing" rubric criteria
	Met   Not Met



Object Based & Unified Storage
Overview/Purpose
Very large files like movies and graphics benefit from a different type of storage system. Students learn when to use Object based versus Unified protocols for storing large files across the network.
Target Competencies
	1.
	Configure logical volumes

	
	Assessment Strategies

	
	1.1.
	Logical Volume for a specific scenario

	
	Criteria

	
	Performance will meet expectations when:

	
	1.1.
	Logical volume is the correct size

	
	1.2.
	Logical volume is accessible on specified network

	
	1.3.
	Logical volume is formatted appropriately for scenario

	
	1.4.
	Logical volume applies appropriate permissions to limit access to authorized users

	
	Learning Objectives

	
	1.a.
	Create a NAS volume

	
	1.b.
	Compare physical partitions and logical volumes

	2.
	Describe storage networking technologies

	
	Assessment Strategies

	
	2.1.
	Research Paper

	
	Criteria

	
	Performance will meet expectations when:

	
	2.1.
	Paper identifies storage networking protocols

	
	2.2.
	Paper identifies storage networking components

	
	2.3.
	Paper compares storage networking technology costs

	
	2.4.
	Paper compares storage networking features

	
	2.5.
	Paper identifies the application of at least two storage networking best practices

	
	2.6.
	Paper meets the WITC "Communicate Effectively in Writing" rubric criteria

	
	Learning Objectives

	
	2.a.
	Compare network protocols used by storage systems

	
	2.b.
	Discuss networking components used in a storage system

	
	2.c.
	Compare the features of direct attached, SAN, and NAS storage systems

	3.
	Analyze business continuity concepts

	
	Assessment Strategies

	
	3.1.
	Presentation

	
	Criteria

	
	Performance will meet expectations when:

	
	3.1.
	Presentation identifies data continuity strategies an organization had prior to a disaster

	
	3.2.
	Presentation includes actual statistics of data loss and recovery

	
	3.3.
	Presentation identifies the business continuity strategies used during the disaster

	
	3.4.
	Presentation identifies recommendations or changes made to business continuity plan as a result of disaster

	
	Learning Objectives

	
	3.a.
	Discuss business continuity concepts

	
	3.b.
	Recover data to a specific time objective

	
	3.c.
	Recover data to a specific point objective

	
	3.d.
	Identify physical security risks

	
	3.e.
	Identify network security vulnerabilities

	
	3.f.
	Develop a disaster recovery plan 


Learning Activities
	1.
	Participate in a discussion on the need to store photos, music, and videos, and how those data files are different from spreadsheets, and word documents.

	2.
	Research Representational State Transfer (REST) and Simple Object Access Protocol (SOAP).

	3.
	Research Object Based, Content Addressed, and Unified Storage systems.

	4.
	Prepare a summary of SOAP uses.


Assessment Activities
	1.
	Present a summary of SOAP uses.



Summary of OSD Uses
Directions
Present to the class a summary on how OSD can be used most effectively for data storage.


	Environment
	Classroom


Evaluator(s)
Instructor
Peer
Self
Target Course Competencies
	1.
	Describe storage networking technologies


Target Collegewide Outcomes
	1.
	Communicate Effectively 


Scoring
Rating Scale
	Value
	Description

	Met
	Fully or adequately met expectations

	Not Met
	Partially met or failed to meet expectations


Scoring Standard
You must receive a rating of "Met" on each criterion to successfully complete this assignment.
Scoring Guide
	
	Criteria
	Ratings

	1.
	Paper identifies storage networking protocols
	Met   Not Met

	2.
	Paper identifies storage networking components
	Met   Not Met

	3.
	Paper compares storage networking features
	Met   Not Met

	4.
	Paper identifies the application of at least two storage networking best practices
	Met   Not Met

	5.
	Paper meets the WITC "Communicate Effectively in Writing" rubric criteria
	Met   Not Met



Redundancy
Overview/Purpose
Students create both a striped and a mirrored data store. They explore the results of hard drive failures on each system, while trying to recover the data.
Target Competencies
	1.
	Configure RAID partitions

	
	Assessment Strategies

	
	1.1.
	RAID Solution for a specific scenario

	
	Criteria

	
	Performance will meet expectations when:

	
	1.1.
	RAID uses appropriate number of hard drives

	
	1.2.
	RAID has the appropriate level applied

	
	1.3.
	RAID volume is the correct size to meet scenario

	
	Learning Objectives

	
	1.a.
	Identify RAID levels

	
	1.b.
	Compare and contrast RAID levels

	
	1.c.
	Determine RAID level for specific scenario

	
	1.d.
	Demonstrate how to configure a RAID for a specific scenario

	2.
	Configure logical volumes

	
	Assessment Strategies

	
	2.1.
	Logical Volume for a specific scenario

	
	Criteria

	
	Performance will meet expectations when:

	
	2.1.
	Logical volume is the correct size

	
	2.2.
	Logical volume is accessible on specified network

	
	2.3.
	Logical volume is formatted appropriately for scenario

	
	2.4.
	Logical volume applies appropriate permissions to limit access to authorized users

	
	Learning Objectives

	
	2.a.
	Create a NAS volume

	
	2.b.
	Compare physical partitions and logical volumes

	3.
	Analyze business continuity concepts

	
	Assessment Strategies

	
	3.1.
	Presentation

	
	Criteria

	
	Performance will meet expectations when:

	
	3.1.
	Presentation identifies data continuity strategies an organization had prior to a disaster

	
	3.2.
	Presentation includes actual statistics of data loss and recovery

	
	3.3.
	Presentation identifies the business continuity strategies used during the disaster

	
	3.4.
	Presentation identifies recommendations or changes made to business continuity plan as a result of disaster

	
	Learning Objectives

	
	3.a.
	Discuss business continuity concepts

	
	3.b.
	Recover data to a specific time objective

	
	3.c.
	Recover data to a specific point objective

	
	3.d.
	Identify physical security risks

	
	3.e.
	Identify network security vulnerabilities

	
	3.f.
	Develop a disaster recovery plan 


Learning Activities
	1.
	Discuss data losses from personal experience. Include how the losses could have been prevented.

	2.
	Research business continuity strategies.

	3.
	Recover data from a broken mirrored volume.


Assessment Activities
	1.
	Complete quiz (EMBARGO). 

	2.
	Create RAID 5 storage on FreeNAS or OpenFiler as defined in the assignment.

	3.
	Confirm no data is lost during RAID rebuilding process.



Replication
Overview/Purpose
Replication is the process of writing data to multiple locations in real time. Similar to redundancy data is stored in a manner that provides ready access for recovery in the event of a disaster. Students learn how to configure replication across the network.
Target Competencies
	1.
	Configure RAID partitions

	
	Assessment Strategies

	
	1.1.
	RAID Solution for a specific scenario

	
	Criteria

	
	Performance will meet expectations when:

	
	1.1.
	RAID uses appropriate number of hard drives

	
	1.2.
	RAID has the appropriate level applied

	
	1.3.
	RAID volume is the correct size to meet scenario

	
	Learning Objectives

	
	1.a.
	Identify RAID levels

	
	1.b.
	Compare and contrast RAID levels

	
	1.c.
	Determine RAID level for specific scenario

	
	1.d.
	Demonstrate how to configure a RAID for a specific scenario

	2.
	Configure logical volumes

	
	Assessment Strategies

	
	2.1.
	Logical Volume for a specific scenario

	
	Criteria

	
	Performance will meet expectations when:

	
	2.1.
	Logical volume is the correct size

	
	2.2.
	Logical volume is accessible on specified network

	
	2.3.
	Logical volume is formatted appropriately for scenario

	
	2.4.
	Logical volume applies appropriate permissions to limit access to authorized users

	
	Learning Objectives

	
	2.a.
	Create a NAS volume

	
	2.b.
	Compare physical partitions and logical volumes

	3.
	Analyze business continuity concepts

	
	Assessment Strategies

	
	3.1.
	Presentation

	
	Criteria

	
	Performance will meet expectations when:

	
	3.1.
	Presentation identifies data continuity strategies an organization had prior to a disaster

	
	3.2.
	Presentation includes actual statistics of data loss and recovery

	
	3.3.
	Presentation identifies the business continuity strategies used during the disaster

	
	3.4.
	Presentation identifies recommendations or changes made to business continuity plan as a result of disaster

	
	Learning Objectives

	
	3.a.
	Discuss business continuity concepts

	
	3.b.
	Recover data to a specific time objective

	
	3.c.
	Recover data to a specific point objective

	
	3.d.
	Identify physical security risks

	
	3.e.
	Identify network security vulnerabilities

	
	3.f.
	Develop a disaster recovery plan 

	4.
	Implement storage volume backup and restore procedures

	
	Assessment Strategies

	
	4.1.
	Backup a storage volume

	
	4.2.
	Restore a storage volume

	
	4.3.
	Create a backup plan

	
	Criteria

	
	Performance will meet expectations when:

	
	4.1.
	Backup executes on time

	
	4.2.
	Backup includes entire storage volume

	
	4.3.
	Backup maintains data security

	
	4.4.
	Backup maintains data integrity

	
	4.5.
	Restore procedure recovers entire storage volume

	
	4.6.
	Restore procedure allows granular data recovery as specified

	
	4.7.
	Restore procedure maintains data security

	
	4.8.
	Backup plan identifies frequency, scope, and retention of data backups

	
	Learning Objectives

	
	4.a.
	Backup a storage volume

	
	4.b.
	Restore a storage volume

	
	4.c.
	Identify incremental, partial, and full backup scenarios

	
	4.d.
	Create a backup plan


Learning Activities
	1.
	Read chapter on replication services.

	2.
	Participate in a discussion on data replication concepts.

	3.
	Create a local replication volume of your storage volume.

	4.
	Create a remote replication volume of your storage volume.


Assessment Activities
	1.
	Create a remote replication volume for your storage volume.



Remote Replication Demonstration
Directions
Working in groups create a source volume host and a remote volume host in the lab VM environment. Initiate replication and synchronize the volumes.
	Environment
	Classroom


Evaluator(s)
Instructor
Peer
Self
Target Course Competencies
	1.
	Configure RAID partitions

	2.
	Configure logical volumes

	3.
	Create storage solutions 


Scoring
Rating Scale
	Value
	Description

	Met
	Fully or adequately met expectations

	Not Met
	Partially met or failed to meet expectations


Scoring Standard
You must receive a rating of "met" on each criterion in order to successfully complete this assessment.
Scoring Guide
	
	Criteria
	Ratings

	1.
	RAID uses appropriate number of hard drives
	Met   Not Met

	2.
	RAID has the appropriate level applied
	Met   Not Met

	3.
	RAID volume is the correct size to meet scenario
	Met   Not Met

	4.
	Logical volume is the correct size
	Met   Not Met

	5.
	Logical volume is accessible on specified network
	Met   Not Met

	6.
	Logical volume is formatted appropriately for scenario
	Met   Not Met

	7.
	Solution uses virtual machines
	Met   Not Met

	8.
	Solution storage volume is the correct size
	Met   Not Met

	9.
	Solution provides appropriate business continuity services
	Met   Not Met



Backup & Restore
Overview/Purpose
The data a business creates and uses changes on a daily, weekly, monthly, and yearly basis. Students will learn how to maximize the data storage while minimizing the backup sizes and costs.
Target Competencies
	1.
	Analyze business continuity concepts

	
	Assessment Strategies

	
	1.1.
	Presentation

	
	Criteria

	
	Performance will meet expectations when:

	
	1.1.
	Presentation identifies data continuity strategies an organization had prior to a disaster

	
	1.2.
	Presentation includes actual statistics of data loss and recovery

	
	1.3.
	Presentation identifies the business continuity strategies used during the disaster

	
	1.4.
	Presentation identifies recommendations or changes made to business continuity plan as a result of disaster

	
	Learning Objectives

	
	1.a.
	Discuss business continuity concepts

	
	1.b.
	Recover data to a specific time objective

	
	1.c.
	Recover data to a specific point objective

	
	1.d.
	Identify physical security risks

	
	1.e.
	Identify network security vulnerabilities

	
	1.f.
	Develop a disaster recovery plan 

	2.
	Implement storage volume backup and restore procedures

	
	Assessment Strategies

	
	2.1.
	Backup a storage volume

	
	2.2.
	Restore a storage volume

	
	2.3.
	Create a backup plan

	
	Criteria

	
	Performance will meet expectations when:

	
	2.1.
	Backup executes on time

	
	2.2.
	Backup includes entire storage volume

	
	2.3.
	Backup maintains data security

	
	2.4.
	Backup maintains data integrity

	
	2.5.
	Restore procedure recovers entire storage volume

	
	2.6.
	Restore procedure allows granular data recovery as specified

	
	2.7.
	Restore procedure maintains data security

	
	2.8.
	Backup plan identifies frequency, scope, and retention of data backups

	
	Learning Objectives

	
	2.a.
	Backup a storage volume

	
	2.b.
	Restore a storage volume

	
	2.c.
	Identify incremental, partial, and full backup scenarios

	
	2.d.
	Create a backup plan


Learning Activities
	1.
	Read chapter on Backup and Recovery.

	2.
	Participate in a discussion on backup and archival concepts and techniques.

	3.
	Perform a full and incremental backup of your storage volume.

	4.
	Perform a data duplication for archiving your storage volume.


Assessment Activities
	1.
	Run a full backup of your storage volume. Make changes to files and run an incremental backup of the volume.

	2.
	Perform an archive of objects on your storage volume.

	3.
	Destroy data on your volume. Use Restore to recover the missing data.



Backup & Restore Procedures
Directions
Prepare a virtual storage environment on the ESX server. Populate the storage volume with data. Perform both a tradition machine backup of your storage servers and an image backup of the VM's.

Destroy your storage servers.

Perform a complete recovery of your storage servers. Verify the data has been recovered and security has been maintained.
Target Course Competencies
	1.
	Implement storage volume backup and restore procedures


Scoring
Rating Scale
	Value
	Description

	Met
	Fully or adequately met expectations

	Not Met
	Partially met or failed to meet expectations


Scoring Standard
You must receive a rating of "met" on each criterion in order to successfully complete this assessment.
Scoring Guide
	
	Criteria
	Ratings

	1.
	Backup executes on time
	Met   Not Met

	2.
	Backup includes entire storage volume
	Met   Not Met

	3.
	Backup maintains data security
	Met   Not Met

	4.
	Backup maintains data integrity
	Met   Not Met

	5.
	Restore procedure recovers entire storage volume
	Met   Not Met

	6.
	Restore procedure allows granular data recovery as specified
	Met   Not Met

	7.
	Restore procedure maintains data security
	Met   Not Met



Intro to Business Continuity
Overview/Purpose
Every business will suffer data loss without a continuity plan in place. Students learn what hazards businesses face daily, both physically and digitally, and how to plan storage systems to minimize the risk of data loss to the business.
Target Competencies
	1.
	Analyze business continuity concepts

	
	Assessment Strategies

	
	1.1.
	Presentation

	
	Criteria

	
	Performance will meet expectations when:

	
	1.1.
	Presentation identifies data continuity strategies an organization had prior to a disaster

	
	1.2.
	Presentation includes actual statistics of data loss and recovery

	
	1.3.
	Presentation identifies the business continuity strategies used during the disaster

	
	1.4.
	Presentation identifies recommendations or changes made to business continuity plan as a result of disaster

	
	Learning Objectives

	
	1.a.
	Discuss business continuity concepts

	
	1.b.
	Recover data to a specific time objective

	
	1.c.
	Recover data to a specific point objective

	
	1.d.
	Identify physical security risks

	
	1.e.
	Identify network security vulnerabilities

	
	1.f.
	Develop a disaster recovery plan 


Learning Activities
	1.
	Read chapter on business continuity.

	2.
	Participate in a discussion on continuity concepts.

	3.
	Interview a small business owner about their data continuity plans.

	4.
	Prepare a presentation for the class on your findings from your interview with a small business about their continuity plans.


Assessment Activities
	1.
	Present to the class your summary of a small business' continuity plan.



Business Continuity
Directions
In a group investigate an real data loss disaster. Describe what the organization did to mitigate the data loss before the disaster. Describe what the organization did to maintain business data during the disaster. Describe what the organization implemented after the disaster to reduce their risk of data loss in the future. Assess the options available today that would improve the network and reduce data loss risks.
Target Course Competencies
	1.
	Analyze business continuity concepts


Target Collegewide Outcomes
	1.
	Communicate Effectively 


Rating Scale
	Value
	Description

	Met
	Fully or adequately met expectations

	Not Met
	Partially met or failed to meet expectations


Scoring Guide
	
	Criteria
	Ratings

	1.
	Analyze business continuity concepts
	Met   Not Met

	2.
	Presentation identifies data continuity strategies an organization had prior to a disaster
	Met   Not Met

	3.
	Presentation includes actual statistics of data loss and recovery
	Met   Not Met

	4.
	Presentation identifies the business continuity strategies used during the disaster
	Met   Not Met

	5.
	Presentation identifies recommendations or changes made to business continuity plan as a result of disaster
	Met   Not Met



Storage Administration
Overview/Purpose
Storage administration includes the costs of security, replacement and maintenance, and infrastructure. Students learn the Total Cost of Ownership related to storage systems. Then develop an assessment of a simulated storage system.
Target Competencies
	1.
	Analyze business continuity concepts

	
	Assessment Strategies

	
	1.1.
	Presentation

	
	Criteria

	
	Performance will meet expectations when:

	
	1.1.
	Presentation identifies data continuity strategies an organization had prior to a disaster

	
	1.2.
	Presentation includes actual statistics of data loss and recovery

	
	1.3.
	Presentation identifies the business continuity strategies used during the disaster

	
	1.4.
	Presentation identifies recommendations or changes made to business continuity plan as a result of disaster

	
	Learning Objectives

	
	1.a.
	Discuss business continuity concepts

	
	1.b.
	Recover data to a specific time objective

	
	1.c.
	Recover data to a specific point objective

	
	1.d.
	Identify physical security risks

	
	1.e.
	Identify network security vulnerabilities

	
	1.f.
	Develop a disaster recovery plan 

	2.
	Secure the storage infrastructure

	
	Assessment Strategies

	
	2.1.
	NAS file sharing

	
	2.2.
	Virtualized SAN

	
	Criteria

	
	Performance will meet expectations when:

	
	2.1.
	NAS storage complies with Windows ACL

	
	2.2.
	NAS storage complies with UNIX permissions

	
	2.3.
	Virtual SAN maintains compute security

	
	2.4.
	Virtual SAN maintains network security

	
	2.5.
	Virtual SAN maintains storage security

	
	Learning Objectives

	
	2.a.
	Create a LUN map to limit access to the storage infrastructure

	
	2.b.
	Create domain policies to secure the storage infrastructure

	
	2.c.
	Develop a VLAN to limit access to the storage infrastructure

	
	2.d.
	Create a local NAS storage volume

	3.
	Create storage solutions 

	
	Assessment Strategies

	
	3.1.
	Storage Solution for a specific scenario

	
	Criteria

	
	Performance will meet expectations when:

	
	3.1.
	Solution uses virtual machines

	
	3.2.
	Solution uses OpenFiler of FreeNAS

	
	3.3.
	Solution storage volume is the correct size

	
	3.4.
	Solution provides appropriate business continuity services

	
	Learning Objectives

	
	3.a.
	Create a virtual machine to host a storage volume

	
	3.b.
	Configure a storage volume on a virtual machine

	
	3.c.
	Secure the storage volume at the network level

	
	3.d.
	Secure the storage volume at the user level


Learning Activities
	1.
	Introduce and discuss storage administration tasks.

	2.
	Read the chapter

	3.
	Prepare a Total Cost of Ownership assessment of your storage volume service. 


Assessment Activities
	1.
	Present to the class your TOC assessment for your storage service.



Business Impact Analysis
Directions
Working in a group prepare a Business Impact Analysis of a local small business. Interview a small business owner/manager. Identify the business areas that would be affected by a data outage. Estimate costs associated with a data outage. Determine recovery options and costs. Estimate the minimum resources needed for the business to continue operations. Present your analysis to the class.
	Environment
	Classroom


Evaluator(s)
Instructor
Peer
Target Course Competencies
	1.
	Analyze business continuity concepts


Target Collegewide Outcomes
	1.
	Communicate Effectively 


Scoring
Rating Scale
	Value
	Description

	Met
	Fully or adequately met expectations

	Not Met
	Partially met or failed to meet expectations


Scoring Standard
You must receive a rating of "met" on each criterion in order to successfully complete this assessment.
Scoring Guide
	
	Criteria
	Ratings

	1.
	Presentation identifies data continuity strategies an organization had prior to a disaster
	Met   Not Met

	2.
	Presentation identifies recommendations or changes made to business continuity plan as a result of disaster
	Met   Not Met

	3.
	Presentation meets the WITC "Oral Presentation" rubric criteria
	Met   Not Met



NAS storage
Overview/Purpose
Network Attached Storage (NAS) is a low cost form of storage system. Students learn what factors limit NAS from being a truly enterprise level storage system, while installing and configuring a FreeNAS server on a virtual computer.
Target Competencies
	1.
	Configure RAID partitions

	
	Assessment Strategies

	
	1.1.
	RAID Solution for a specific scenario

	
	Criteria

	
	Performance will meet expectations when:

	
	1.1.
	RAID uses appropriate number of hard drives

	
	1.2.
	RAID has the appropriate level applied

	
	1.3.
	RAID volume is the correct size to meet scenario

	
	Learning Objectives

	
	1.a.
	Identify RAID levels

	
	1.b.
	Compare and contrast RAID levels

	
	1.c.
	Determine RAID level for specific scenario

	
	1.d.
	Demonstrate how to configure a RAID for a specific scenario

	2.
	Configure logical volumes

	
	Assessment Strategies

	
	2.1.
	Logical Volume for a specific scenario

	
	Criteria

	
	Performance will meet expectations when:

	
	2.1.
	Logical volume is the correct size

	
	2.2.
	Logical volume is accessible on specified network

	
	2.3.
	Logical volume is formatted appropriately for scenario

	
	2.4.
	Logical volume applies appropriate permissions to limit access to authorized users

	
	Learning Objectives

	
	2.a.
	Create a NAS volume

	
	2.b.
	Compare physical partitions and logical volumes

	3.
	Secure the storage infrastructure

	
	Assessment Strategies

	
	3.1.
	NAS file sharing

	
	3.2.
	Virtualized SAN

	
	Criteria

	
	Performance will meet expectations when:

	
	3.1.
	NAS storage complies with Windows ACL

	
	3.2.
	NAS storage complies with UNIX permissions

	
	3.3.
	Virtual SAN maintains compute security

	
	3.4.
	Virtual SAN maintains network security

	
	3.5.
	Virtual SAN maintains storage security

	
	Learning Objectives

	
	3.a.
	Create a LUN map to limit access to the storage infrastructure

	
	3.b.
	Create domain policies to secure the storage infrastructure

	
	3.c.
	Develop a VLAN to limit access to the storage infrastructure

	
	3.d.
	Create a local NAS storage volume

	4.
	Create storage solutions 

	
	Assessment Strategies

	
	4.1.
	Storage Solution for a specific scenario

	
	Criteria

	
	Performance will meet expectations when:

	
	4.1.
	Solution uses virtual machines

	
	4.2.
	Solution uses OpenFiler of FreeNAS

	
	4.3.
	Solution storage volume is the correct size

	
	4.4.
	Solution provides appropriate business continuity services

	
	Learning Objectives

	
	4.a.
	Create a virtual machine to host a storage volume

	
	4.b.
	Configure a storage volume on a virtual machine

	
	4.c.
	Secure the storage volume at the network level

	
	4.d.
	Secure the storage volume at the user level


Learning Activities
	1.
	Watch a presentation on NAS concepts and benefits.

	2.
	Participate in a discussion on components of NAS, file systems, volume manager, and RAID.

	3.
	Signup for the FreeNAS newsletter and create an account on the FreeNAS forums.

	4.
	Install FreeNAS or OpenFiler on a VM.

	5.
	Create a RAID 5 volume on your NAS server.

	6.
	Integrate NAS into Active Directory


Assessment Activities
	1.
	Create a 5GB storage volume using FreeNAS or OpenFiler on a virtual machine.

	2.
	Secure NAS using Active Directory



Virtual NAS & SAN
Directions
In a group use OpenFiler or FreeNAS to create a storage solution that provides redundant and secure data storage. Your storage solution will integrate with an Active Directory domain. Assign at least two domain Users secure access to the storage volumes.
Target Course Competencies
	1.
	Secure the storage infrastructure

	2.
	Create storage solutions 


Scoring
Rating Scale
	Value
	Description

	Met
	Fully or adequately met expectations

	Not Met
	Partially met or failed to meet expectations


Scoring Standard
You must receive a rating of "met" on each criterion in order to successfully complete this assessment.
Scoring Guide
	
	Criteria
	Ratings

	1.
	Solution uses virtual machines
	Met   Not Met

	2.
	Solution uses OpenFiler of FreeNAS
	Met   Not Met

	3.
	Solution storage volume is the correct size
	Met   Not Met

	4.
	Solution provides appropriate business continuity services
	Met   Not Met

	5.
	NAS storage complies with Windows ACL
	Met   Not Met

	6.
	NAS storage complies with UNIX permissions
	Met   Not Met

	7.
	Virtual SAN maintains compute security
	Met   Not Met

	8.
	Virtual SAN maintains network security
	Met   Not Met

	9.
	Virtual SAN maintains storage security
	Met   Not Met



Securing Storage Infrastructure
Overview/Purpose
Data security starts with providing a secure location to house the storage system. Fire, theft, and physical security of storage system components is as essential as digital security. Students will learn how to set User polices to prevent data loss.
Target Competencies
	1.
	Secure the storage infrastructure

	
	Assessment Strategies

	
	1.1.
	NAS file sharing

	
	1.2.
	Virtualized SAN

	
	Criteria

	
	Performance will meet expectations when:

	
	1.1.
	NAS storage complies with Windows ACL

	
	1.2.
	NAS storage complies with UNIX permissions

	
	1.3.
	Virtual SAN maintains compute security

	
	1.4.
	Virtual SAN maintains network security

	
	1.5.
	Virtual SAN maintains storage security

	
	Learning Objectives

	
	1.a.
	Create a LUN map to limit access to the storage infrastructure

	
	1.b.
	Create domain policies to secure the storage infrastructure

	
	1.c.
	Develop a VLAN to limit access to the storage infrastructure

	
	1.d.
	Create a local NAS storage volume

	2.
	Create storage solutions 

	
	Assessment Strategies

	
	2.1.
	Storage Solution for a specific scenario

	
	Criteria

	
	Performance will meet expectations when:

	
	2.1.
	Solution uses virtual machines

	
	2.2.
	Solution uses OpenFiler of FreeNAS

	
	2.3.
	Solution storage volume is the correct size

	
	2.4.
	Solution provides appropriate business continuity services

	
	Learning Objectives

	
	2.a.
	Create a virtual machine to host a storage volume

	
	2.b.
	Configure a storage volume on a virtual machine

	
	2.c.
	Secure the storage volume at the network level

	
	2.d.
	Secure the storage volume at the user level


Learning Activities
	1.
	Introduce and discuss security concepts.

	2.
	Read chapter

	3.
	Assess the college's infrastructure security.

	4.
	Create a storage policy on your Windows Domain limiting access to only users authorized.


Assessment Activities
	1.
	Implement a Domain policy to restrict access to the storage volume to only authorized users.

	2.
	Present your assessment of the college's infrastructure security to the class.



Applied Storage Solution
Directions
Summary Assignment: In a group design and create a storage network. Your solution will include redundant storage servers on separate network and integrate with an Active Directory domain. Users will be restricted access to the storage network based on domain policies. The storage network will implement a backup schedule, and a disaster recovery will be performed during your final presentation. You will utilize virtual machines and physical servers in your solution. Your solution will include OpenFiler or FreeNAS, and VSAN to provide storage volumes.
Target Course Competencies
	1.
	Identify components of the storage system environment

	2.
	Configure RAID partitions

	3.
	Configure logical volumes

	4.
	Analyze business continuity concepts

	5.
	Implement storage volume backup and restore procedures

	6.
	Secure the storage infrastructure

	7.
	Create storage solutions 


Rating Scale
	Value
	Description

	Met
	Fully or adequately met expectations

	Not Met
	Partially met or failed to meet expectations


Scoring Guide
	
	Criteria
	Ratings

	1.
	RAID uses appropriate number of hard drives
	Met   Not Met

	2.
	RAID has the appropriate level applied
	Met   Not Met

	3.
	RAID volume is the correct size to meet scenario
	Met   Not Met

	4.
	Logical volume is the correct size
	Met   Not Met

	5.
	Logical volume is accessible on specified network
	Met   Not Met

	6.
	Logical volume is formatted appropriately for scenario
	Met   Not Met

	7.
	Logical volume applies appropriate permissions to limit access to authorized users
	Met   Not Met

	8.
	Presentation identifies the business continuity strategies used during the disaster
	Met   Not Met

	9.
	Backup executes on time
	Met   Not Met

	10.
	Backup includes entire storage volume
	Met   Not Met

	11.
	Backup maintains data security
	Met   Not Met

	12.
	Backup maintains data integrity
	Met   Not Met

	13.
	Restore procedure recovers entire storage volume
	Met   Not Met

	14.
	Restore procedure allows granular data recovery as specified
	Met   Not Met

	15.
	Restore procedure maintains data security
	Met   Not Met

	16.
	Backup plan identifies frequency, scope, and retention of data backups
	Met   Not Met

	17.
	NAS storage complies with Windows ACL
	Met   Not Met

	18.
	NAS storage complies with UNIX permissions
	Met   Not Met

	19.
	Virtual SAN maintains compute security
	Met   Not Met

	20.
	Virtual SAN maintains network security
	Met   Not Met

	21.
	Virtual SAN maintains storage security
	Met   Not Met

	22.
	Solution uses virtual machines
	Met   Not Met

	23.
	Solution uses OpenFiler of FreeNAS
	Met   Not Met

	24.
	Solution storage volume is the correct size
	Met   Not Met

	25.
	Solution provides appropriate business continuity services
	Met   Not Met
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