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Digital Forensics Syllabus

Please provide a complete syllabus. All elements of the syllabus are required unless noted as “if applicable.”
	Course Title: Digital Forensics: Mobile, Email, Recovering Graphics, Networks, and Reporting
	Course Number (If applicable): LAN143AC

	COURSE DESCRIPTION: This course instructs students in the preservation, identification, extraction, documentation and interpretation of computer data. Students will learn about mobile devices & email, recovering graphics, network forensics, and testimony & report writing.
Note: Companion courses (LAN143AA Digital Forensics: Introduction, Investigative Methodology, Forensics, and Data Acquisition and LAN143AB Digital Forensics: Processing, Tools, File Systems, and Analysis) build on the sequence of topics to include, the basics of digital forensics, investigative methodology, the forensics lab, and data acquisition, processing the crime scene, computer forensic tools, file systems, and forensics analysis.

	PREREQUISITES: LAN143AB


	REQUIRED MATERIALS: None


	ADDITIONAL RESOURCES (if applicable):


	LEARNING OUTCOMES/COMPETENCIES:
Computer Network Defense
1.1	Knowledge of file types (e.g., .dll, .bat, .zip, .pcap, .gzip, etc.) (CND286)
Digital Forensics
2.2	Provide technical assistance on digital evidence matters to appropriate personnel (DF817)
2.6	Provide consultation to investigators and prosecuting attorneys regarding the findings of computer examinations (DF799)
2.7	Provide testimony related to computer examinations (DF819)
2.11	Conduct analysis of log files, evidence, and other information in order to determine best methods for identifying the perpetrator(s) of a network intrusion (DF447)
2.13	Decrypt seized data using technical means (DF482)
2.14	Develop reports which organize and document recovered evidence and forensic processes used (DF541)
2.15	Document original condition of digital and/or associated evidence (e.g., via digital photographs, written reports, etc.) (DF564)
2.16	Ensure chain of custody is followed for all digital media acquired (e.g., indications, analysis, and warning standard operating procedures) (DF573)
2.17	Examine recovered data for items of relevance to the issue at hand (DF613)
2.20	Perform file signature analysis (DF752)
2.26	Perform Windows registry analysis (DF774)
2.27	Recognize and accurately report forensic artifacts indicative of a particular operating system (DF825)
2.31	Use network monitoring tools to capture real-time traffic spawned by any running malicious code after identifying intrusion via dynamic analysis (DF870)
2.32	Use specialized equipment and techniques to catalog, document, extract, collect, package, and preserve digital evidence (DF871)
2.34	Knowledge of binary analysis (DF268)
2.38	Knowledge of web mail collection, searching/analyzing techniques, tools and cookies (DF345)
2.39	Knowledge of which system files (e.g., log files, registry files, configuration files) contain relevant information and where to find those system files (DF346)
2.41	Skill in identifying, modifying, and manipulating applicable system components (Windows and/or Unix/Linux) (e.g., passwords, user accounts, files) (DF364)
2.49	Exploit information technology systems and digital storage media to solve and prosecute cybercrimes and fraud committed against people and property (DF620)
2.50	Formulate a strategy to insure chain of custody is maintained in such a way that the evidence is not altered (e.g., phones/PDAs need a power source, hard drives need protection from shick) (DF622)





	COURSE ASSESSMENT: 

Grading Scale

	Category
	Points

	Labs
	75

	Quizzes
	50

	Case Studies/Assignments
	40

	
	

	Total
	165




	Total Points
	Percentage
	Grade

	152-165
	92-100
	A

	141-151
	85-91
	B

	128-140
	77-84
	C

	114-127
	69-76
	D

	0-113
	0-68
	F



 




COURSE SCHEDULE: 

	Lesson
	Module/Lesson Title & description (if applicable)
	Learning Outcomes
	Assignment (w/category & point value)

	1 
	Mobile Devices and Email
	1. Explain the basic concepts of mobile device forensics.
2. Describe procedures for acquiring data from cell phones and mobile devices.
3. Explain the use of email server logs.
4. Describe the available email computer forensics tools.
	Quiz 1 (15 pts)

Examining Email Messages (10 pts)

Lab 12 – Communication Artifacts


	2 
	Recovering Graphics
	1. Describe types of graphics file formats.
2. Locate and recover graphics files.
3. Explain types of data compression.
4. Identify unknown file formats.
	Quiz 2 (10 pts)

Header Identification (15 pts)

Lab 13 – User Profiles and the Windows Registry

	3 
	Network Forensics
	1. Explain standard procedures for performing a live acquisition.
2. Describe the use of network tools.
	Quiz 3 (10 pts)

Case Study

Lab 14 – Log Analysis 
Lab 15 – Memory Analysis

	4 
	Testimony and Report Writing
	1. Explain guidelines for giving testimony.
2. Describe procedures for preparing forensics evidence for testimony.
3. Describe how ethics and professional codes affect expert testimony.
4. Apply guidelines for writing reports.
	Quiz 4 (15 pts)

Worksheet (5 pts)

Lab 16 – Forensic Case Capstone
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