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Waukesha County Technical College
10-150-177  CCNA Security 
Course Design
Course Information
	
	Alternate Title
	CCNASv1.2

	
	Description
	Through this instructor-led, hands-on course, students develop specialized security skills to advance their careers. Learn to implement security solutions using Cisco routers, switches and Adaptive Security Appliances. Build upon existing Cisco knowledge by augmenting live networks with a firewall and other security solutions.

	
	Career Cluster
	Information Technology

	
	Instructional Level
	Technical Diploma, Associate Degree

	
	Total Credits
	3.00

	
	Total Hours
	72.00


Types of Instruction
	Instruction Type
	Credits/Hours

	Lecture
	36

	Lab
	36


Purpose/Goals
The purpose/goal of this course is to allow students who have CCENT-level knowledge to expand their skills into the realm of securing networks using Cisco equipment.
Target Population
· Students with CCENT-level networking concepts and skills
· College students seeking career-oriented, entry-level security specialist skills
· IT professionals who want to enhance their core routing and switching skills
· Current CCENT certification holders who want to expand their skill set and prepare for a career in network security

Pre/Corequisites
	Prerequisite
	150-176 Cisco2-Router/Switch Essentials or 150-140 Cisco Routing CCNA2 


Textbooks
	There is no textbook requirement for this course, although students will be required to read through online materials each week, available to them only as students of this course.


Learner Supplies
	Learners will need to have a modern computer with access to the internet, and able to run Java, so they can complete labs at their leisure.  Lab access will also require a voucher from the WCTC Bookstore so learners can access the NETLAB+ system, which houses the equipment used to work through the labs.


Critical Life Skills
	1.
	Problem-solving Skills: Solve personal, academic, and professional problems using disciplinary concepts and frameworks.


Course Competencies
	1.
	Secure networks against threats

	
	Assessment Strategies

	
	1.1.
	Written Objective Test

	
	1.2.
	Skill Demonstration

	
	1.3.
	Discussion

	
	Criteria

	
	You will know when you are successful when:

	
	1.1.
	You describe differences in malware

	
	1.2.
	You implement mitigation techniques against attacks

	
	1.3.
	You explain the Cisco Foundation Protection Framework


	
	1.4.
	You configure access controls on networking systems

	
	1.5.
	You make configuration changes based on log analysis

	
	Learning Objectives

	
	1.a.
	Describe Principles of a Secure Network

	
	1.b.
	List malware variants

	
	1.c.
	Identify attack methodologies

	
	1.d.
	Explain how to secure access to network devices

	
	1.e.
	Describe Administrative Roles

	
	1.f.
	Identify security issues in device logs

	
	1.g.
	Explain AAA

	2.
	Implement perimeter defenses

	
	Assessment Strategies

	
	2.1.
	Written Objective Test

	
	2.2.
	Skill Demonstration

	
	2.3.
	Discussion

	
	Criteria

	
	You will know when you are successful when:

	
	2.1.
	You build secure access control lists

	
	2.2.
	You apply an appropriate firewall technology to a given scenario

	
	2.3.
	You implement a zone-based policy firewall

	
	2.4.
	You configure an intrusion prevention system

	
	2.5.
	You configure a Cisco ASA firewall

	
	Learning Objectives

	
	2.a.
	Define access control Lists

	
	2.b.
	Explain different firewall technologies

	
	2.c.
	Describe the Cisco Intrusion Prevention System

	
	2.d.
	Describe the Cisco ASA firewall

	
	2.e.
	Explain ASA Configurations

	3.
	Configure secure network protocols

	
	Assessment Strategies

	
	3.1.
	Written Objective Test

	
	3.2.
	Skill Demonstration

	
	3.3.
	Discussion

	
	Criteria

	
	You will know when you are successful when:

	
	3.1.
	You implement endpoint security protections

	
	3.2.
	You protect layer 2 network configurations

	
	3.3.
	You implement network protection strategies for converged networks

	
	3.4.
	You implement cryptographic services

	
	3.5.
	You can identify whether security solutions employ Integrity, Authenticity, and/or Confidentiality.

	
	3.6.
	You implement PKI

	
	3.7.
	You configure Virtual Private Networking

	
	Learning Objectives

	
	3.a.
	Describe endpoint Security

	
	3.b.
	Explain layer 2 Security Considerations

	
	3.c.
	Explain Converged Network Security

	
	3.d.
	Describe Cryptographic Services

	
	3.e.
	Explain Integrity, Authenticity, Confidentiality

	
	3.f.
	Describe PKI systems

	
	3.g.
	Describe Virtual Private Networking

	4.
	Manage a secure network

	
	Linked Critical Life Skills

	
	Problem-solving Skills: Solve personal, academic, and professional problems using disciplinary concepts and frameworks.

	
	Assessment Strategies

	
	4.1.
	Written Objective Test

	
	4.2.
	Skill Demonstration

	
	4.3.
	Discussion

	
	Criteria

	
	You will know when you are successful when:

	
	4.1.
	You identify principles of a secure network design

	
	4.2.
	You analyze network security

	
	4.3.
	You identify components of BCP and DR

	
	4.4.
	You identify components of SDLC

	
	4.5.
	You develop a security policy

	
	Learning Objectives

	
	4.a.
	Describe a Secure network design

	
	4.b.
	Explain Operations Security

	
	4.c.
	Describe methodologies for Network Security Testing

	
	4.d.
	Explain BCP and DR

	
	4.e.
	Describe the SDLC

	
	4.f.
	Describe a Security Policy


Grading Information
Grades are based upon achievement of course objectives. The following system is used for recording student achievement: All credits are based on semester hours. The following grades are used in calculating both the semester and cumulative GPA as hours attempted and earned.
It is the responsibility of a student to drop or withdraw from a course for personal or academic reasons. A grade will be issued to students who fail to drop or withdraw from a course.
	Grade
	% Value
	Pt Value

	A
	95-100
	4.00

	A-
	93-94
	3.67

	B+
	91-92
	3.33

	B
	87-90
	3.00

	B-
	85-86
	2.67

	C+
	83-84
	2.33

	C
	79-82
	2.00

	C-
	77-78
	1.67

	D+
	75-76
	1.33

	D
	72-74
	1.00

	D-
	70-71
	0.67

	F
	69/Below
	0.00




	Activity 
	% of Final Grade

	Weekly Exams (Netacad, online, proprietary)
	30 

	Labs (Packet Tracer F2F & online Proprietary, Hands-on labs F2F, Proprietary) 
	50 

	Discussion Board Posting Responses (online) 
	20

	Total 
	100



	Meta data

	CCNA Security, firewall, intrusion prevention, VPN, virtual private network, IPSec, SSL, Cryptography, authorization, authentication, accounting, AAA, RADIUS, port security, ASA, perimeter, threats, attacks, audit, Cisco, control plane, management plane, data plane, password security, SSH, router, SYSLOG, TACACS, CCP, ASDM, STP


Course Learning Plans and Performance Assessment Tasks
Modern Network Security Threats
Overview/Purpose
This learning plan, Modern Network Security Threats, will give the learner a background on how network security has evolved, and why it is so critical today.  The learner will be introduced to many legacy attacks, viruses, worms, and trojan horses.  The learner will also learn about mitigation strategies for these threats, as well as for reconnaissance, denial of service, and access attacks.
Target Competencies
	1.
	Secure networks against threats

	
	Assessment Strategies

	
	1.1.
	Written Objective Test

	
	1.2.
	Skill Demonstration

	
	1.3.
	Discussion

	
	Criteria

	
	You will know when you are successful when:

	
	1.1.
	You describe differences in malware

	
	1.2.
	You implement mitigation techniques against attacks

	
	1.3.
	You explain the Cisco Foundation Protection Framework


	
	1.4.
	You configure access controls on networking systems

	
	1.5.
	You make configuration changes based on log analysis

	
	Learning Objectives

	
	1.a.
	Describe Principles of a Secure Network

	
	1.b.
	List malware variants

	
	1.c.
	Identify attack methodologies

	
	1.d.
	Explain how to secure access to network devices

	
	1.e.
	Describe Administrative Roles

	
	1.f.
	Identify security issues in device logs

	
	1.g.
	Explain AAA


Learning Activities
	1.
	Discuss key lecture points on Modern Security Threats (F2F)

	2.
	Listen to lecture on modern attack methodologies. (F2F)

	3.
	Read Cisco Chapter 1 material.  (online)

	4.
	Watch a class demonstration on attack methodologies (F2F)


Assessment Activities
	1.
	Complete discussion board posting assignment on Securing against Network Threats (online)

	
	Learning Materials

	
	Learning Plan 1: Discussion Rubric
	WCTC 150-177 CCNA Security Discussion Rubric.docx

	2.
	Complete Chapter 1 lab - Lab 1.5.1.1 Researching Network Attacks and Security Audit Tools (F2F, proprietary)

	
	Learning Materials

	
	Learning Plan 1: Hands-on Lab Rubric
	WCTC 150-177 CCNA Security  Hands-on Lab Rubric.docx

	3.
	Complete Chapter 1 Exam - Secure Networks against threats. (online, proprietary)



Securing Network Devices
Overview/Purpose

This learning plan, Securing Network Devices, will give the learner skills necessary to harden perimeter devices, switches, and routers.  These hardening techniques will look at enhancing security for console and virtual logins, as well as minimizing services available, encrypting communication channels, enabling in-band and out-of-band management, monitoring through the use of SNMP and syslog.  The learner will learn some security audit tools to look at vulnerabilities of these devices, as well as using some automated tools such as AutoSecure and CCP to walk through the lock-down process.
Target Competencies
	1.
	Secure networks against threats

	
	Assessment Strategies

	
	1.1.
	Written Objective Test

	
	1.2.
	Skill Demonstration

	
	1.3.
	Discussion

	
	Criteria

	
	You will know when you are successful when:

	
	1.1.
	You describe differences in malware

	
	1.2.
	You implement mitigation techniques against attacks

	
	1.3.
	You explain the Cisco Foundation Protection Framework


	
	1.4.
	You configure access controls on networking systems

	
	1.5.
	You make configuration changes based on log analysis

	
	Learning Objectives

	
	1.a.
	Describe Principles of a Secure Network

	
	1.b.
	List malware variants

	
	1.c.
	Identify attack methodologies

	
	1.d.
	Explain how to secure access to network devices

	
	1.e.
	Describe Administrative Roles

	
	1.f.
	Identify security issues in device logs

	
	1.g.
	Explain AAA


Learning Activities
	1.
	Discuss Strategies to Secure Network Devices (F2F)

	2.
	Listen to lecture on network device security (F2F)

	3.
	Read Cisco Chapter 2 Material (online)

	4.
	Demonstrate secure device access methods (F2F)


Assessment Activities
	1.
	Complete discussion board posting assignment on Securing Network Devices (online)

	
	Learning Materials

	
	Learning Plan 2: Discussion Rubric
	WCTC 150-177 CCNA Security Discussion Rubric.docx

	2.
	Complete Lab 2.5.1.1 - Securing the Router for Administrative Access (F2F, proprietary)

	
	Learning Materials

	
	Learning Plan 2: Hands-on Rubric
	WCTC 150-177 CCNA Security  Hands-on Lab Rubric.docx

	3.
	Complete Packet Tracer Lab 2.5.1.2 - Configure Cisco Routers for Syslog, NTP, and SSH Operations (online, proprietary)

	
	Learning Materials

	
	Learning Plan 2: Hands-on Rubric
	WCTC 150-177 CCNA Security  Hands-on Lab Rubric.docx

	4.
	Complete 2.5.1.1 Lab - Securing the Router for Administrative Access (F2F, proprietary)

	
	Learning Materials

	
	Learning Plan 2: Hands-on Rubric
	WCTC 150-177 CCNA Security  Hands-on Lab Rubric.docx

	5.
	Complete Chapter 2 Exam - Securing Network Devices (online, proprietary)



Authentication, Authorization, and Accounting
Overview/Purpose
This learning plan, Authentication, Authorization and Accounting, will give the learner the skills necessary to implement and maintain a AAA system, whether it is through a local authentication database, or using an AAA server such as RADIUS or TACACS+.
Target Competencies
	1.
	Secure networks against threats

	
	Assessment Strategies

	
	1.1.
	Written Objective Test

	
	1.2.
	Skill Demonstration

	
	1.3.
	Discussion

	
	Criteria

	
	You will know when you are successful when:

	
	1.1.
	You describe differences in malware

	
	1.2.
	You implement mitigation techniques against attacks

	
	1.3.
	You explain the Cisco Foundation Protection Framework


	
	1.4.
	You configure access controls on networking systems

	
	1.5.
	You make configuration changes based on log analysis

	
	Learning Objectives

	
	1.a.
	Describe Principles of a Secure Network

	
	1.b.
	List malware variants

	
	1.c.
	Identify attack methodologies

	
	1.d.
	Explain how to secure access to network devices

	
	1.e.
	Describe Administrative Roles

	
	1.f.
	Identify security issues in device logs

	
	1.g.
	Explain AAA


Learning Activities
	1.
	Discuss the need for, operation of, and implementation of AAA (F2F)

	2.
	Listen to lecture on AAA Mechanisms (F2F)

	3.
	Read Cisco Chapter 3 Material (online)

	4.
	Demonstrate AAA functions (F2F)


Assessment Activities
	1.
	Complete the discussion board posting assignment on AAA (online).

	
	Learning Materials

	
	Learning Plan 3: Discussion Rubric
	WCTC 150-177 CCNA Security Discussion Rubric.docx

	2.
	Complete 3.6.1.1 Lab - Securing Administrative Access Using AAA and RADIUS (F2F, proprietary)

	
	Learning Materials

	
	Learning Plan 3: Hands-on Rubric
	WCTC 150-177 CCNA Security  Hands-on Lab Rubric.docx

	3.
	Complete 3.6.1.2 Packet Tracer - Configure AAA Authentication on Cisco Routers (online, proprietary)

	
	Learning Materials

	
	Learning Plan 3: Hands-on Rubric
	WCTC 150-177 CCNA Security  Hands-on Lab Rubric.docx

	4.
	Complete Chapter 3 Exam - Authentication, Authorization, and Accounting (online, proprietary)



Implementing Firewall Technologies
Overview/Purpose
This learning plan, Implementing Firewall Technologies, will give the learner the skills necessary to configure a Cisco router to perform firewalling tasks.  Learners will explore reasons to implement firewall technologies, as well as implement various forms of access control lists, such as TCP established, reflexive, dynamic, time-based, ipv4 and ipv6.  Learners will configure a classic firewall, as well as a zone-based policy firewall, through both the command line interface, as well as CCP.
Target Competencies
	1.
	Implement perimeter defenses

	
	Assessment Strategies

	
	1.1.
	Written Objective Test

	
	1.2.
	Skill Demonstration

	
	1.3.
	Discussion

	
	Criteria

	
	You will know when you are successful when:

	
	1.1.
	You build secure access control lists

	
	1.2.
	You apply an appropriate firewall technology to a given scenario

	
	1.3.
	You implement a zone-based policy firewall

	
	1.4.
	You configure an intrusion prevention system

	
	1.5.
	You configure a Cisco ASA firewall

	
	Learning Objectives

	
	1.a.
	Define access control Lists

	
	1.b.
	Explain different firewall technologies

	
	1.c.
	Describe the Cisco Intrusion Prevention System

	
	1.d.
	Describe the Cisco ASA firewall

	
	1.e.
	Explain ASA Configurations


Learning Activities
	1.
	Discuss firewall options (F2F)

	2.
	Listen to lecture on Firewall Technologies (F2F)

	3.
	Read Cisco Chapter 4 Material (online)

	4.
	Watch a class demonstration on Firewall Technologies (F2F)


Assessment Activities
	1.
	Complete discussion board posting assignment on Firewall Technologies (online)

	
	Learning Materials

	
	Learning Plan 4: Discussion Rubric
	WCTC 150-177 CCNA Security Discussion Rubric.docx

	2.
	Complete 4.4.1.1 Lab - Configuring Zone-Based Policy Firewalls (F2F, proprietary)

	
	Learning Materials

	
	Learning Plan 4: Hands-on Lab Rubric
	WCTC 150-177 CCNA Security  Hands-on Lab Rubric.docx

	3.
	Complete 4.4.1.2 Packet Tracer - Configure IP ACLs to Mitigate Attacks (online, proprietary)

	
	Learning Materials

	
	Learning Plan 4: Hands-on Lab Rubric
	WCTC 150-177 CCNA Security  Hands-on Lab Rubric.docx

	4.
	Complete 4.4.1.3 Packet Tracer - Configuring a Zone-Based Policy Firewall (ZPF) (online, proprietary)

	
	Learning Materials

	
	Learning Plan 4: Hands-on Lab Rubric
	WCTC 150-177 CCNA Security  Hands-on Lab Rubric.docx

	5.
	Complete Chapter 4 Exam - Implementing Firewall Technologies (online, proprietary)



Implementing Intrusion Prevention
Overview/Purpose
This learning plan, Implementing Intrusion Prevention, will give the learner an understanding of the need for an Intrusion Prevention System, as well as the skills necessary to implement a Cisco Intrusion Prevention System.  The learner will configure a Cisco IOS IPS using both the CLI and CCP.
Target Competencies
	1.
	Implement perimeter defenses

	
	Assessment Strategies

	
	1.1.
	Written Objective Test

	
	1.2.
	Skill Demonstration

	
	1.3.
	Discussion

	
	Criteria

	
	You will know when you are successful when:

	
	1.1.
	You build secure access control lists

	
	1.2.
	You apply an appropriate firewall technology to a given scenario

	
	1.3.
	You implement a zone-based policy firewall

	
	1.4.
	You configure an intrusion prevention system

	
	1.5.
	You configure a Cisco ASA firewall

	
	Learning Objectives

	
	1.a.
	Define access control Lists

	
	1.b.
	Explain different firewall technologies

	
	1.c.
	Describe the Cisco Intrusion Prevention System

	
	1.d.
	Describe the Cisco ASA firewall

	
	1.e.
	Explain ASA Configurations


Learning Activities
	1.
	Discuss Intrusion Prevention Systems (F2F)

	2.
	Listen to lecture on Intrusion Prevention Systems (F2F)

	3.
	Read Cisco Chapter 5 material (online)

	4.
	Watch a class demonstration on Intrusion Prevention Systems (F2F)


Assessment Activities
	1.
	Complete discussion board posting assignment on Intrusion Prevention Systems (online)

	
	Learning Materials

	
	Learning Plan 5: Discussion Rubric
	WCTC 150-177 CCNA Security Discussion Rubric.docx

	2.
	Complete 5.5.1.1 Lab - Configuring an Intrusion Prevention System (IPS) Using the CLI and CCP (F2F, proprietary)

	
	Learning Materials

	
	Learning Plan 5: Hands-On Lab Rubric
	WCTC 150-177 CCNA Security  Hands-on Lab Rubric.docx

	3.
	Complete 5.5.1.2 Packet Tracer - Configure IOS Intrusion Prevention System (IPS) Using CLI (online, proprietary)

	
	Learning Materials

	
	Learning Plan 5: Hands-On Lab Rubric
	WCTC 150-177 CCNA Security  Hands-on Lab Rubric.docx

	4.
	Complete Chapter 5 Exam - Intrusion Prevention Systems (online, proprietary)



Securing the Local-Area Network
Overview/Purpose
This learning plan,Securing the Local-Area Network, will give the learner the skills necessary to mitigate layer 2 vulnerabilities by implementing safety measures for port access, Spanning Tree protocol, and VLAN configurations.
Target Competencies
	1.
	Configure secure network protocols

	
	Assessment Strategies

	
	1.1.
	Written Objective Test

	
	1.2.
	Skill Demonstration

	
	1.3.
	Discussion

	
	Criteria

	
	You will know when you are successful when:

	
	1.1.
	You implement endpoint security protections

	
	1.2.
	You protect layer 2 network configurations

	
	1.3.
	You implement network protection strategies for converged networks

	
	1.4.
	You implement cryptographic services

	
	1.5.
	You can identify whether security solutions employ Integrity, Authenticity, and/or Confidentiality.

	
	1.6.
	You implement PKI

	
	1.7.
	You configure Virtual Private Networking

	
	Learning Objectives

	
	1.a.
	Describe endpoint Security

	
	1.b.
	Explain layer 2 Security Considerations

	
	1.c.
	Explain Converged Network Security

	
	1.d.
	Describe Cryptographic Services

	
	1.e.
	Explain Integrity, Authenticity, Confidentiality

	
	1.f.
	Describe PKI systems

	
	1.g.
	Describe Virtual Private Networking


Learning Activities
	1.
	Discuss methods of securing a local-area-network (F2F)

	2.
	Listen to lecture on securing the Local-Area Network (F2F)

	3.
	Read Cisco Chapter 6 material (online)

	4.
	Watch a class demonstration on securing the Local-Area Network (F2F)


Assessment Activities
	1.
	Complete discussion board posting assignment on Securing the local-area network (online)

	
	Learning Materials

	
	Learning Plan 6: Discussion Rubric
	WCTC 150-177 CCNA Security Discussion Rubric.docx

	2.
	Complete 6.5.1.1 Lab - Securing Layer 2 Switches (F2F, proprietary)

	
	Learning Materials

	
	Learning Plan 6: Hands-on Lab Rubric
	WCTC 150-177 CCNA Security  Hands-on Lab Rubric.docx

	3.
	Complete 6.5.1.2 Packet Tracer - Layer 2 Security (online, proprietary)

	
	Learning Materials

	
	Learning Plan 6: Hands-on Lab Rubric
	WCTC 150-177 CCNA Security  Hands-on Lab Rubric.docx

	4.
	Complete 6.5.1.3 Packet Tracer - Layer 2 VLAN Security (online, proprietary)

	
	Learning Materials

	
	Learning Plan 6: Hands-on Lab Rubric
	WCTC 150-177 CCNA Security  Hands-on Lab Rubric.docx

	5.
	Complete Chapter 6 Exam - Securing the Local-Area Network (online, proprietary)



Cryptographic Systems
Overview/Purpose
This learning plan, Cryptographic systems, will give the learner insight into how integrity, authentication, and confidentiality are provided by cryptographic systems.  The learner will explore various cryptographic protocols, such as one-way hashes, private key cryptography, and public key cryptography.
Target Competencies
	1.
	Configure secure network protocols

	
	Assessment Strategies

	
	1.1.
	Written Objective Test

	
	1.2.
	Skill Demonstration

	
	1.3.
	Discussion

	
	Criteria

	
	You will know when you are successful when:

	
	1.1.
	You implement endpoint security protections

	
	1.2.
	You protect layer 2 network configurations

	
	1.3.
	You implement network protection strategies for converged networks

	
	1.4.
	You implement cryptographic services

	
	1.5.
	You can identify whether security solutions employ Integrity, Authenticity, and/or Confidentiality.

	
	1.6.
	You implement PKI

	
	1.7.
	You configure Virtual Private Networking

	
	Learning Objectives

	
	1.a.
	Describe endpoint Security

	
	1.b.
	Explain layer 2 Security Considerations

	
	1.c.
	Explain Converged Network Security

	
	1.d.
	Describe Cryptographic Services

	
	1.e.
	Explain Integrity, Authenticity, Confidentiality

	
	1.f.
	Describe PKI systems

	
	1.g.
	Describe Virtual Private Networking


Learning Activities
	1.
	Discuss the application of cryptographic systems (F2F)

	2.
	Listen to lecture on cryptographic systems (F2F)

	3.
	Read Cisco Chapter 7 material (online)

	4.
	Watch a class demonstration on cryptographic systems (F2F)


Assessment Activities
	1.
	Complete the discussion board posting assignment on cryptographic systems (online)

	
	Learning Materials

	
	Learning Plan 7: Discussion Rubric
	WCTC 150-177 CCNA Security Discussion Rubric.docx

	2.
	Complete 7.5.1.1 Lab - Exploring Encryption Methods (F2F, proprietary)

	
	Learning Materials

	
	Learning Plan 7: Hands-on Lab Rubric
	WCTC 150-177 CCNA Security  Hands-on Lab Rubric.docx

	3.
	Complete Chapter 7 Exam - Cryptographic Systems (online, proprietary)



Implementing Virtual Private Networks
Overview/Purpose
This learning plan, Implementing Virtual Private Networks,  will give the learner the skills necessary to configure and implement Virtual Private Networks on Cisco devices.  The learner will configure a router for VPN access using the CLI and CCP.  Learners will setup both site-to-site VPNs as well as remote-access VPNs.
Target Competencies
	1.
	Configure secure network protocols

	
	Assessment Strategies

	
	1.1.
	Written Objective Test

	
	1.2.
	Skill Demonstration

	
	1.3.
	Discussion

	
	Criteria

	
	You will know when you are successful when:

	
	1.1.
	You implement endpoint security protections

	
	1.2.
	You protect layer 2 network configurations

	
	1.3.
	You implement network protection strategies for converged networks

	
	1.4.
	You implement cryptographic services

	
	1.5.
	You can identify whether security solutions employ Integrity, Authenticity, and/or Confidentiality.

	
	1.6.
	You implement PKI

	
	1.7.
	You configure Virtual Private Networking

	
	Learning Objectives

	
	1.a.
	Describe endpoint Security

	
	1.b.
	Explain layer 2 Security Considerations

	
	1.c.
	Explain Converged Network Security

	
	1.d.
	Describe Cryptographic Services

	
	1.e.
	Explain Integrity, Authenticity, Confidentiality

	
	1.f.
	Describe PKI systems

	
	1.g.
	Describe Virtual Private Networking


Learning Activities
	1.
	Discuss the use of Virtual Private Networks (F2F)

	2.
	Listen to lecture on Virtual Private Networks (F2F)

	3.
	Read Cisco Chapter 8 material (online)

	4.
	Watch a class demonstration on virtual private networks (F2F)


Assessment Activities
	1.
	Complete the discussion board posting assignment on Virtual Private Networks (online)

	
	Learning Materials

	
	Learning Plan 8: Discussion Rubric
	WCTC 150-177 CCNA Security Discussion Rubric.docx

	2.
	Complete 8.7.1.1 Lab - Configuring a Site-to-Site VPN Using Cisco IOS and CCP (F2F, proprietary)

	
	Learning Materials

	
	Learning Plan 8: Hands-on Lab Rubric
	WCTC 150-177 CCNA Security  Hands-on Lab Rubric.docx

	3.
	Complete 8.7.1.2 Lab - Configuring a Remote Access VPN Server and Client (F2F, proprietary)

	
	Learning Materials

	
	Learning Plan 8: Hands-on Lab Rubric
	WCTC 150-177 CCNA Security  Hands-on Lab Rubric.docx

	4.
	Complete 8.7.1.3 Lab - Configuring a Remote Access VPN Server and Client (F2F, proprietary)

	
	Learning Materials

	
	Learning Plan 8: Hands-on Lab Rubric
	WCTC 150-177 CCNA Security  Hands-on Lab Rubric.docx

	5.
	Complete 8.7.1.4 Packet Tracer - Configure and Verify a Site-to-Site IPsec VPN Using CLI (online, proprietary)

	
	Learning Materials

	
	Learning Plan 8: Hands-on Lab Rubric
	WCTC 150-177 CCNA Security  Hands-on Lab Rubric.docx

	6.
	Complete Chapter 8 Exam - Implementing Virtual Private Networks (online, proprietary)



Implementing the Cisco Adaptive Security Appliance
Overview/Purpose
This learning plan, Implementing the Cisco Adaptive Security Appliance, will give the learner the skills necessary to configure and deploy Cisco's firewall appliance, the Adaptive Security Appliance.  Learners will configure the appliance through both the command line interface, as well as through Cisco's Adaptive Security Device Manager.  Learners will configure basic firewall services, NAT, objects and object groups, and VPNs.
Target Competencies
	1.
	Implement perimeter defenses

	
	Assessment Strategies

	
	1.1.
	Written Objective Test

	
	1.2.
	Skill Demonstration

	
	1.3.
	Discussion

	
	Criteria

	
	You will know when you are successful when:

	
	1.1.
	You build secure access control lists

	
	1.2.
	You apply an appropriate firewall technology to a given scenario

	
	1.3.
	You implement a zone-based policy firewall

	
	1.4.
	You configure an intrusion prevention system

	
	1.5.
	You configure a Cisco ASA firewall

	
	Learning Objectives

	
	1.a.
	Define access control Lists

	
	1.b.
	Explain different firewall technologies

	
	1.c.
	Describe the Cisco Intrusion Prevention System

	
	1.d.
	Describe the Cisco ASA firewall

	
	1.e.
	Explain ASA Configurations


Learning Activities
	1.
	Discuss the implementation of a Cisco Adaptive Security Appliance (F2F)

	2.
	Listen to lecture on the Cisco ASA (F2F)

	3.
	Read Cisco Chapter 9 material (online)

	4.
	Watch a class demonstration on the ASA (F2F)


Assessment Activities
	1.
	Complete the discussion board posting assignment on the Cisco ASA (online)

	
	Learning Materials

	
	Learning Plan 9: Discussion Rubric
	WCTC 150-177 CCNA Security Discussion Rubric.docx

	2.
	Complete 9.4.1.1 Lab - Configuring ASA Basic Settings and Firewall Using CLI (F2F, proprietary)

	
	Learning Materials

	
	Learning Plan 9: Hands-on Lab Rubric
	WCTC 150-177 CCNA Security  Hands-on Lab Rubric.docx

	3.
	Complete 9.4.1.2 Lab - Configuring ASA Basic Settings and Firewall Using ASDM (F2F, proprietary)

	
	Learning Materials

	
	Learning Plan 9: Hands-on Lab Rubric
	WCTC 150-177 CCNA Security  Hands-on Lab Rubric.docx

	4.
	Complete 9.4.1.3 Lab - Configuring Clientless and AnyConnect Remote Access SSL VPNs Using ASDM (F2F, proprietary)

	
	Learning Materials

	
	Learning Plan 9: Hands-on Lab Rubric
	WCTC 150-177 CCNA Security  Hands-on Lab Rubric.docx

	5.
	Complete 9.4.1.4 Lab - Configuring a Site-to-Site IPsec VPN Using CCP and ASDM (F2F, proprietary)

	
	Learning Materials

	
	Learning Plan 9: Hands-on Lab Rubric
	WCTC 150-177 CCNA Security  Hands-on Lab Rubric.docx

	6.
	Complete 9.4.1.5 Packet Tracer - Configuring ASA Basic Settings and Firewall Using CLI (online, proprietary)

	
	Learning Materials

	
	Learning Plan 9: Hands-on Lab Rubric
	WCTC 150-177 CCNA Security  Hands-on Lab Rubric.docx

	7.
	Complete Chapter 9 Exam - Implementing the Cisco Adaptive Security Appliance (online, proprietary)



Managing a Secure Network
Overview/Purpose
This learning plan, Managing a Secure Network, will give the learner the skills necessary to manage a network of Cisco devices such as switches, routers, and firewalls, as well as computer hosts - all of which are vulnerable to threats.  The learner will explore concepts such as risk management, vulnerability assessments, the system development life cycle, and the implementation of security policies to help mitigate threats to the network.
Target Competencies
	1.
	Manage a secure network

	
	Assessment Strategies

	
	1.1.
	Written Objective Test

	
	1.2.
	Skill Demonstration

	
	1.3.
	Discussion

	
	Criteria

	
	You will know when you are successful when:

	
	1.1.
	You identify principles of a secure network design

	
	1.2.
	You analyze network security

	
	1.3.
	You identify components of BCP and DR

	
	1.4.
	You identify components of SDLC

	
	1.5.
	You develop a security policy

	
	Learning Objectives

	
	1.a.
	Describe a Secure network design

	
	1.b.
	Explain Operations Security

	
	1.c.
	Describe methodologies for Network Security Testing

	
	1.d.
	Explain BCP and DR

	
	1.e.
	Describe the SDLC

	
	1.f.
	Describe a Security Policy


Learning Activities
	1.
	Discuss the management of a secure network (F2F)

	2.
	Listen to lecture on managing a secure network (F2F)

	3.
	Read Cisco Chapter 10 material (online)

	4.
	Watch a class demonstration on managing a secure network (F2F)


Assessment Activities
	1.
	Complete the discussion board posting assignment on the management of a secure network (online)

	
	Learning Materials

	
	Learning Plan 10: Discussion Rubric
	WCTC 150-177 CCNA Security Discussion Rubric.docx

	2.
	Complete 10.8.1.1 Lab - CCNA Security Comprehensive Lab (F2F, proprietary)

	
	Learning Materials

	
	Learning Plan 10: Hands-on Lab Rubric
	WCTC 150-177 CCNA Security  Hands-on Lab Rubric.docx

	3.
	Complete 10.8.1.2 Packet Tracer - Skills Integration Challenge (online, proprietary)

	
	Learning Materials

	
	Learning Plan 10: Hands-on Lab Rubric
	WCTC 150-177 CCNA Security  Hands-on Lab Rubric.docx

	4.
	Complete Chapter 10 exam - Managing a Secure Network (online, proprietary)



Cisco Final Skills Assessment Exam
Overview/Purpose
This learning plan, Cisco Final Skills Assessment Exam, will give the learner an opportunity to showcase the skills and knowledge they have acquired throughout this course by implementing technical controls on a network system to mitigate threats.
Target Competencies
	1.
	Secure networks against threats

	
	Assessment Strategies

	
	1.1.
	Written Objective Test

	
	1.2.
	Skill Demonstration

	
	1.3.
	Discussion

	
	Criteria

	
	You will know when you are successful when:

	
	1.1.
	You describe differences in malware

	
	1.2.
	You implement mitigation techniques against attacks

	
	1.3.
	You explain the Cisco Foundation Protection Framework


	
	1.4.
	You configure access controls on networking systems

	
	1.5.
	You make configuration changes based on log analysis

	
	Learning Objectives

	
	1.a.
	Describe Principles of a Secure Network

	
	1.b.
	List malware variants

	
	1.c.
	Identify attack methodologies

	
	1.d.
	Explain how to secure access to network devices

	
	1.e.
	Describe Administrative Roles

	
	1.f.
	Identify security issues in device logs

	
	1.g.
	Explain AAA

	2.
	Implement perimeter defenses

	
	Assessment Strategies

	
	2.1.
	Written Objective Test

	
	2.2.
	Skill Demonstration

	
	2.3.
	Discussion

	
	Criteria

	
	You will know when you are successful when:

	
	2.1.
	You build secure access control lists

	
	2.2.
	You apply an appropriate firewall technology to a given scenario

	
	2.3.
	You implement a zone-based policy firewall

	
	2.4.
	You configure an intrusion prevention system

	
	2.5.
	You configure a Cisco ASA firewall

	
	Learning Objectives

	
	2.a.
	Define access control Lists

	
	2.b.
	Explain different firewall technologies

	
	2.c.
	Describe the Cisco Intrusion Prevention System

	
	2.d.
	Describe the Cisco ASA firewall

	
	2.e.
	Explain ASA Configurations

	3.
	Configure secure network protocols

	
	Assessment Strategies

	
	3.1.
	Written Objective Test

	
	3.2.
	Skill Demonstration

	
	3.3.
	Discussion

	
	Criteria

	
	You will know when you are successful when:

	
	3.1.
	You implement endpoint security protections

	
	3.2.
	You protect layer 2 network configurations

	
	3.3.
	You implement network protection strategies for converged networks

	
	3.4.
	You implement cryptographic services

	
	3.5.
	You can identify whether security solutions employ Integrity, Authenticity, and/or Confidentiality.

	
	3.6.
	You implement PKI

	
	3.7.
	You configure Virtual Private Networking

	
	Learning Objectives

	
	3.a.
	Describe endpoint Security

	
	3.b.
	Explain layer 2 Security Considerations

	
	3.c.
	Explain Converged Network Security

	
	3.d.
	Describe Cryptographic Services

	
	3.e.
	Explain Integrity, Authenticity, Confidentiality

	
	3.f.
	Describe PKI systems

	
	3.g.
	Describe Virtual Private Networking

	4.
	Manage a secure network

	
	Assessment Strategies

	
	4.1.
	Written Objective Test

	
	4.2.
	Skill Demonstration

	
	4.3.
	Discussion

	
	Criteria

	
	You will know when you are successful when:

	
	4.1.
	You identify principles of a secure network design

	
	4.2.
	You analyze network security

	
	4.3.
	You identify components of BCP and DR

	
	4.4.
	You identify components of SDLC

	
	4.5.
	You develop a security policy

	
	Learning Objectives

	
	4.a.
	Describe a Secure network design

	
	4.b.
	Explain Operations Security

	
	4.c.
	Describe methodologies for Network Security Testing

	
	4.d.
	Explain BCP and DR

	
	4.e.
	Describe the SDLC

	
	4.f.
	Describe a Security Policy


Assessment Activities
	1.
	Complete the final Cisco Skills Based Assessment (online, proprietary)

	
	Learning Materials

	
	Learning Plan 11: Hands-on Rubric
	WCTC 150-177 CCNA Security  Hands-on Lab Rubric.docx
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