












Course Section:	X1

Course

Course Dates:	Jan 11, 2016 – Apr 29, 2016
Class Times:	Online
Class Location:	Online



Instructor:	J.R. Adams
Email:	jamesadams@sjrstate.edu
Phone:	(904) 276-6852
Office Hours:	Mon 10 AM-12 PM ~ Tues 3:30-6:30 PM ~ Wed 2-5 PM ~ Thurs 9-11 AM
Office Location:	T-101B



My office is located in T101B Orange Park. If you need to meet face to face on another campus please contact me.

Required Text:	CEH Certified Ethical Hacker Practice Exams, Second Edition
ISBN(s): 0071838732, 9780071838733
Author(s): Walker, Matt
Publisher: McGraw-Hill Professional Publishing
Copyright year: © 2014
Edition: 2nd

The Basics of Hacking and Penetration Testing: Ethical Hacking and Penetration
Testing Made Easy
ISBN(s): 9780124116443, 0124116418, 9780124116412
Author(s): Engebretson, Patrick
Publisher: Syngress Publishing
Edition: 2nd
Pages: 225



Description:	This course provides the knowledge needed to support the information security requirements for an organization. The course focuses on installing and managing firewalls and intrusion detection systems. The importance of a implementing a strong security policy with the latest information technology is stressed. Students get hands- on practice installing proxy servers, firewalls and virtual private networks (VPNs).

Course Objectives:	Upon completion of this course the student should have a background in the following areas:

1.   Identify non-essential services and protocols and know what actions to take to reduce the risks of those services and protocols
2.   Recognize the common types of attacks and malicious code and specify the
appropriate actions to take to mitigate vulnerability and risk
3.   Understand and guard against the concepts of
i.  social engineering
ii.  auditing, logging and system scanning
4.   Recognize and implement the administration of:
i.  different remote access technologies
ii.  email, Internet and directory security
5.   Understand the security concerns for common types of media and devices

Academic Integrity:	Students in this class must know, observe, and not compromise the principles of Academic integrity. It is not permissible to cheat, to fabricate or falsify information, to submit the same academic work in more than one course without prior permission, to plagiarize, to receive unfair advantage, or to otherwise abuse accepted practices for handling and documenting information. The grade for this course includes the judgment that the student’s work is free from academic dishonesty of any type.

Because of the nature of this course, students who remain within the course after the add drop date will be held to an extremely high standard. All of the material provided in this course is for educational purposes and at no point should be used outside of
the provided pen testing environment. Any violation of this will lead to an automatic F
in the course. If the skills in this course are used in the real world, all appropriate actions (including contacting law enforcement if necessary) will be taken.

Violations or infractions will be reported to the Vice President for Student Affairs and may lead to failure of the course and other sanctions imposed by the College.

Grading Scale:	A – 90% and Above
B – 80% - 89%
C – 70% - 79% D – 60% - 69%
F – 59% and below
Please note all grades are calculated as integers and will not be rounded up. A grade of
89.7% will constitute a grade of B

Grading:	Overall Grades for the course will be calculated based on the following factors: Final Exam – 20% of total grade
Presentation – 10% of total grade
Paper – 10% of total grade
Lab Work – 60% of total grade

Final Exam:	The text comes with a CD containing a testing engine to prepare for the CEH exam.
You are able to complete the large (100+ question) master exam as many times as you
wish during the semester. Submit a screen shot of your highest score and this will be counted as the final exam grade.
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Presentation:               Each student will be required to create a presentation dealing specifically with 1 well known computer vulnerability. Presentations will be posted to the discussion board and discussion about the vulnerabilities will be included as part of your Presentation grade.

Paper:	Each student is required to complete one (1) paper. Each paper will be a maximum of
2-3 pages in length and will be based on the topics provided in Blackboard.

Lab Work:	The course is geared towards a large amount of lab work. All lab work will be graded on a completion basis. There are 10 labs total and each lab will be worth roughly 10% of your lab grade. Therefore using the following scale:
7 Labs completed: Earns a grade of C (70)
8 Labs completed: Earns a grade of B (80)
9 Labs completed: Earns a grade of A (90)
10 Labs completed: Earns a grade of A (95)

All students are required to complete both the SQL Injection and Nmap scanning labs. Other labs to complete the scale above are at the student’s discretion.

All labs are due by April 29th. Since this is the last day of class, no late labs will be accepted.

Make your own labs. As with all areas of CS, security is constantly evolving. This
means that there are just too many items to cover all of them in 16 weeks. So areas like
the Social Networking Toolkit, the Internet of Things and many others only get mentioned.

Because of this, you have the option to make your own lab. If you come across something that you think should be shared, you can turn it into a lab (you must follow the structure used in all of the other labs) and share it in the discussion board. If it is decided that this is a good addition to the lab list, you will receive 3 lab credits for it and other students can complete it as part of their credits. Final decision on if a lab meets the requirements resides solely with the faculty member.

Labs can be completed at home using the Setting up a Pen Testing Environment structure provided in the corresponding lab. If you are unable to setup the pen testing system on your own computer, the same setup has been added to T105 in Orange Park. Also, 2 laptops will be placed in each library that can be used as well (the laptops will not be able to be taken home).



Participation:	While not a separate section of your grade, participation will be included into the calculation of your lab grade. With the course being both online and hands on, it is inevitable that you will run into problems while working. The discussion board contains a specific section in which to ask questions about the labs. It is expected that all of you use it to both post and answer questions. Points will be deducted from your participation grade if you do not post in the discussion board at all during the semester. Since this is one of the last courses in the networking area, it is almost guaranteed that you know most, if not all, of the students in class with you. Past groups have worked well with each other and this made the course both easy and fun.

Getting Help:	There are several ways to receive help:

	Post a message on the discussion board.  There is a section in the discussion board for student questions. This is the best place to look for answers. Other students may have already faced your issue and know the answer. If not I will answer your questions. Unless time dictates, I will normally wait a day or 2 to give time for other responses and other students can then use my answer to help them. This means you shouldn’t wait until 10:45 pm to ask a question about an assignment due at 11.

	Email the instructor. Use the school email address provided above for the quickest response. Blackboard email should only be used for assignments. I do not check there often so if you ask a question there it may be missed.

Absences:	As stated in the student handbook you may receive an instructor warning when you have missed the equivalent of three 50-minute class periods regardless of the reason and may be withdrawn from the course by the instructor after the fourth 50-minute absence. It is the student’s responsibility to withdraw from class. Do not assume that the instructor will withdraw you. Do not stop coming to class without withdrawing officially – protect your GPA. Withdrawal forms are available from the Records Office on the Palatka Campus and from the Administration area of other campuses.

Make-up Policy:	No make-up work is available for non valid reasons. In cases of valid excuses, the student and the instructor will generate a make-up schedule on a case by case basis.

Academic Resources:  It is the goal of SJRState to provide its students with the best possible learning environment. To that end the college offers several resources to help with student success.  Student’s who feel that they need assistance with their course are encouraged to speak with the instructor directly. Many times the instructor can provide the assistance that student’s need. In those cases where the instructor cannot, he will provide the student with the information so that they may visit someone who can assist them.

Students with disabilities needing academic accommodations should:
Register with and provide documentation to the Office for Students with Disabilities (OSD) Bring a letter to the instructor from the OSD indicating you need academic accommodations. This should be done within the first week of class. This syllabus and other class materials are available in alternative format upon request.



Non-Discrimination	St. Johns River State College does not discriminate against any employee, prospective
Statement:	employee, student, or student applicant in admission or access to, or treatment or
employment in, its programs and activities on the basis of race, ethnicity, color, national origin, marital status, religion, age, gender, genetic information or disability. Questions regarding this statement or compliance with laws relating to non- discrimination may be directed to the Equity Officer, St. Johns River State College,
5001 St. Johns Avenue, Palatka, Florida, 32177; 386-312-4070.
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This workis licensed under a Creative Commons Atiibution 4.0 Intemational License.

‘This workforce product was funded by a grant awardedby the U.S. Department of Labor's Employment and Training Administration. The product
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